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OFFICE  OF  THE  FEDERAL 
REGISTER 

PUBLICATION  GUIDELINES  FOR  THE 
PRIVACY  ACT  OF  1974 

The  primary  purpose  of  this  document 
is  to  issue  guidelines  for  Federal  agencies 
to  follow  in  complying  with  the  Federal 
Register  publication  requirements  of  the 
Privacy  Act  of  1974  (Pub.  L.  93-579). 
(Full  text  of  the  Act  appears  in  Appen¬ 
dix  C.)  It  is  also  hoped  that  publication 
of  these  guidelines  will  facilitate  public 
use  of  the  materials  published. 

Interagency  Meeting 

An  interagency  meeting  will  be  held  on 
July  1,  1975,  at  2  p.m.  in  the  General 
Services  Administration  Auditorium, 
18th  &  F  Streets.  N.W.,  Washington,  D.C. 
All  agencies  are  invited  to  send  repre¬ 
sentatives  to  this  meeting  which  will 
address  questions  and  special  problems 
arising  from  the  publication  require¬ 
ments  of  the  Act. 

Questions,  Copies,  and  Assistance 

Questions,  requests  for  additional 
copies  of  these  guidelines,  or  for  assist¬ 
ance  in  drafting  rules  or  notice  docu¬ 
ments  may  be  directed  by  phone  to  523- 
5240,  or  by  mail  to  the  Privacy  Publica¬ 
tions  Coordinator,  Office  of  the  Federal 
Register,  National  Archives  and  Records 
Service,  General  Services  Administration, 
Washington,  D.C.  20408. 

Annual  Compilation 

The  last  sentence  of  §  552a(f)  of  the 
Privacy  Act  requires  the  Office  of  the 
Federal  Register  to  “annually  compile 
and  publish  the  rules  *  *  *  and  agency 
notices  *  *  *  in  a  form  available  to  the 
public  at  low  cost.”  The  publication  re¬ 
quirements  in  these  guidelines  are  di¬ 
rected  toward  making  this  annual  com¬ 
pilation  a  practical  and  usable  document 
that  will  carry  out  both  the  spirit  and 
intent  of  the  Privacy  Act.  To  accomplish 
this  goal  the  cooperation  of  all  Federal 
agencies  is  essential. 

OFR  GUIDELINES 

The  Privacy  Act  requires  Federal 
agencies  to  publish  two  general  types  of 
documents:  (1)  Implementing  regula¬ 
tions  (5  U.S.C.  552a(f)) ;  and  (2)  notices 
of  the  existence  and  character  of  the 
systems  of  records  it  maintains  (552a(e) 
(4)).  Within  these  two  general  cate¬ 
gories  there  are  two  significant  sub¬ 
categories:  the  exemption  authority 
which  requires  both  the  issuance  of 
regulations  and  the  modification  of 
the  systems  of  records  notices  and  the 
“routine  use”  portion  of  the  notice 
which  is  the  only  one  of  the  notice 
requirements  that  must  be  published 
for  public  comment.  Thus,  these  guide¬ 
lines  are  organized  around  the  follow¬ 
ing  four  major  publication  requirements: 

(1)  Rules  to  implement  the  overall 
purposes  of  the  Act  (552a(f ) ) . 

(2)  Rules  and  notices  that  identify 
general  or  specific  exemptions  (552a  (j) 
and  (k) ). 

(3)  Notices  of  routine  uses  (552a  (e) 

(4)  (D)  and  (e)(ll)). 


(4)  Notices  describing  systems  of  rec¬ 
ords  (552a(e) (4) ) . 

The  first  three  are  subject  to  the  public 
comment  provisions  of  the  Administra¬ 
tive  Procedure  Act  (5  U.S.C.  553) . 

OFR  Requirements 

Each  Federal  agency  is  required  to  sub¬ 
mit  to  the  OFR  before  June  26,  1975,  an 
alphabetical  list  of  the  names  of  its  sys¬ 
tems  of  records.  Any  agency  which  has 
not  yet  submitted  its  estimate  of  the 
number  of  systems  and  volume  of  pages 
to  be  published  (requested  by  June  15, 
1975)  should  include  the  volume  infor¬ 
mation  with  its  alphabetical  list  of  sys¬ 
tems.  For  the  purpose  of  estimating  vol¬ 
ume,  six  typed,  double-spaced  8-  x  10  *4 
pages,  or  13,000  magnetic  tape  charac¬ 
ters,  equal  one  Federal  Register  page. 
It  is  essential  that  each  agency  comply 
with  this  request  so  that  OFR  can  es¬ 
tablish  an  orderly  publication  schedule 
for  system  notices  and  begin  work  on 
adequate  index  descriptors  for  the  an¬ 
nual  compilation.  These  descriptors  will 
be  used  by  the  Government  Printing  Of¬ 
fice  to  automatically  produce  a  system 
name  index  and  an  index  of  the  cate¬ 
gories  of  individuals  from  the  machine 
readable  copy.  These  indexes  will  appear 
in  the  compilation  of  Privacy  Act  rules 
and  notices  to  be  published  by  OFR. 
In  order  to  make  these  indexes  useful 
to  the  public,  each  agency  should  keep 
the  entries  for  “System  Name”  and 
“Category  of  Individuals"  as  concise 
and  meaningful  as  possible,  placing 
the  important  words  first.  For  exam¬ 
ple,  “Claimants  under  Federal  Tort 
Claims  Act”  is  preferable  to  “Any  U.S. 
citizen  who  makes  a  claim  against  the 
U.S.  pursuant  to  the  Federal  Tort  Claims 
Act.”  Consistent  terminology  is  also  de¬ 
sirable  for  index  effectiveness.  Agencies 
should  standardize  the  terminology  used 
within  their  own  notices  and  try  to  use 
terms  and  words  commonly  used  by  other 
agencies.  For  example,  “Veterans”  is  a 
more  commonly  used  term  than  “Former 
servicemen.”  Agencies  having  difficulty 
in  deciding  on  terminology  may  call  the 
OFR  where  the  preliminary  lists  of  sys¬ 
tem  names  and  a  list  of  terms  from  sam¬ 
ple  notices  will  be  maintained. 

(1)  GENERAL  RULES 

The  general  rules  issued  by  Federal 
agencies  to  implement  the  Privacy  Act 
are  subject  to  the  provisions  of  both  5 
U.S.C.  552  and  553.  Thus,  a  notice  of  pro¬ 
posed  rule  making  must  be  published  in 
the  Federal  Register  and  interested  per¬ 
sons  must  be  given  an  opportunity  to 
comment  thereon.  In  order  to  comply 
with  the  30  day  publication  requirement 
of  §  553(d),  agencies  must  publish  their 
final  rules  not  later  than  August  28,  1975, 
for  systems  that  will  be  in  use  on  Sep¬ 
tember  27,  1975.  Therefore,  to  allow  a 
reasonable  comment  period  (OMB  guide¬ 
lines  state  at  least  30  days)  and  time  for 
consideration  of  those  comments,  pro¬ 
posed  rules  should  be  published  in  the 
Federal  Register  by  mid-July. 

Interested  citizens  seeking  information 
under  the  Privacy  Act  will  in  many  cases 
find  it  necessary  to  refer  to  the  rules  of 


several  Federal  agencies,  which  will 
be  published  in  the  OFR’s  annual  com¬ 
pilation.  Therefore,  it  is  important 
that  there  be  as  much  uniformity 
as  possible  in  the  organization  of 
agency  regulations.  To  this  end,  the  OFR 
has  drafted  an  outline  that  agencies 
should  follow  in  drafting  their  regula¬ 
tions.  Since  the  regulations  required  by 
552a(f)  are  for  the  information  and  use 
of  the  general  public,  internal  agency  di¬ 
rectives  should  not  be  intermixed  with 
the  general  regulations.  If  an  agency 
wishes  to  have  its  internal  directives  pub¬ 
lished  in  the  Federal  Register,  they  may 
be  included  as  an  appendix  to  the  gen¬ 
eral  rules. 

Model  Regulation  Outline 

Sec. 

000.1  Purpose  and  scope. 

000.2  Definitions. 

000.3  Procedures  for  requests  pertaining  to 
individual  records  in  a  record  sys¬ 
tem. 

000.4  Times,  places,  and  requirements  for 
identification  of  individuals  mak¬ 
ing  requests. 

000.5  Disclosure  of  requested  information 
to  individuals. 

000.6  Special  procedures:  Medical  records. 

000.7  Request  for  correction  or  amend¬ 

ment  to  record. 

000.8  Agency  review  of  request  for  correc¬ 
tion  or  amendment  of  record. 

000.9  Appeal  of  initial  adverse  agency  de¬ 
termination  on  correction  or 
amendment. 

000.10  Disclosure  of  record  to  person  other 
than  the  individual  to  whom  it 
pertains. 

000.11  Pees. 

000.12  Penalties. 

000.13  General  exemptions. 

000.14  Specific  exemptions. 

CFR  Part  Number  Assignments 

OFR  has  drawn  up  a  list  of  recom¬ 
mended  part  numbers  to  be  used  by  Fed¬ 
eral  agencies  for  the  Privacy  Act  rules. 
In  most  cases  the  recommended  part  as¬ 
signments  would  place  the  Privacy  Act 
rules  adjacent  to  existing  Freedom  of 
Information  Act  rules.  Executive  depart¬ 
ments  are  urged  to  issue  a  department¬ 
wide  Privacy  Act  rule  rather  than  sepa¬ 
rate  rules  for  each  subagency.  The 
recommended  part  assignments  are  listed 
in  Appendix  B. 

(2)  EXEMPTIONS 

Section  552a  (j)  and  (k)  authorizes  an 
agency  head  to  exempt  certain  systems  of 
records  or  parts  of  certain  systems  from 
some  of  the  requirements  of  the  Act. 
However,  the  Act  does  not  authorize  an 
agency  to  exempt  any  system  of  records 
that  comes  under  the  Act  from  all  of  the 
requirements  of  the  Act.  For  example,  a 
notice  must  be  published  for  each  exempt 
system  containing  all  of  the  notice  ele¬ 
ments  up  to  and  including  “System 
Manager,”  552a(e)  (4)  (F) ,  regardless  of 
the  provision  of  the  Act  which  authorized 
the  exemption.  Further,  agencies  are  re¬ 
minded  that  a  system  that  is  eligible  for 
exemption  need  not  be  exempted  and 
that  the  exemption  authority  should  be 
exercised  only  where  there  is  a  compel¬ 
ling  reason  to  do  so. 
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To  exercise  this  exemption  authority, 
an  agency  must  include  in  proposed  and 
final  regulations  identification  of  those 
parts  of  systems  to  be  exempted,  the 
provisions  of  the  Act  from  which  they 
are  being  exempted,  and  the  justifi¬ 
cation  for  the  exemption.  It  should 
also  be  noted  that  a  final  regulation 
exempting  a  system  can  become  effec¬ 
tive  on  the  date  of  its  publication.  In 
addition,  each  notice  of  a  system  of  rec¬ 
ords  that  is  the  subject  of  an  exemption 
must  include  a  brief  statement,  appear¬ 
ing  above  the  system  name,  stating  that 
the  system  has  been  exempted,  the  rea¬ 
sons  therefor,  and  a  reference  to  the 
Federal  Register  issue  and  page  where 
the  final  exemption  rule  can  be  found. 

(3)  ROUTINE  USE  NOTICES 

The  “routine  use  of  the  records  con¬ 
tained  in  the  system,  including  the  cate¬ 
gories  of  users  and  the  purpose  of  such 
use”  is  one  of  the  key  elements  of  the 
systems  of  records  notices.  However,  be¬ 
fore  the  routine  use  portion  of  a  system 
of  records  notice  may  be  adopted,  in¬ 
terested  persons  must  be  given  at  least 
30  days  in  which  to  submit  written  data, 
views,  or  arguments  to  the  agency  (552a 
(e)  (11) ).  The  practical  effect  of  this  re¬ 
quirement  on  the  initial  publication  of 
system  of  records  notices  is  to  require 
the  routine  use  portion  of  each  notice 
to  be  published  in  the  Federal  Register 
sometime  before  August  28,  1975,  for 
public  comment.  Since  the  routine  use 
portion  of  a  system  of  records  notice  will 
not  stand  alone,  OFR  strongly  urges  that 
each  agency  publish  its  full  systems  of 
records  notices  before  August  28th.  This 
will  allow  time  for  public  comment  and 
for  making  any  changes  in  a  system  of 
records  notice  before  September  27, 1975. 
THIS  PROCEDURE  WILL  NOT  RE¬ 
QUIRE  THE  COMPLETE  REPUBLICA¬ 
TION  OF  UNCHANGED  SYSTEMS  OF 
RECORDS  NOTICES.  Rather,  an  agency 
will  be  able  to  publish  a  brief  document 
indicating  those  systems  being  adopted 
without  change.  Complete  republication 
will  be  required  only  where  significant 
changes  are  made  as  a  result  of  public 
comment. 

(4 )  NOTICES  OF  SYSTEMS  OF 
RECORDS 

A  Federal  agency  may  not  use  a 
system  of  records  after  September  27th 
unless  it  has  published  in  the  Fed¬ 
eral  Register  a  notice  for  that  sys¬ 
tem  that  meets  the  requirements  of  552a 
(e)  (4)  of  the  Act.  To  facilitate  use  of 
these  notices,  OFR  has  prescribed  the 
format  set  forth  below.  To  make  each 
notice  as  clear  as  possible,  the  informa¬ 
tion  under  each  subheading  should  be 
brief,  yet  as  thorough  as  possible.  The 
required  information  MUST  BE  SUB¬ 
MITTED  TO  THE  OFFICE  OF  THE 
FEDERAL  REGISTER  IN  THE  ORDER 
INDICATED.  With  its  notice  an  agency 
must  submit  an  alphabetical  list  of  sys¬ 
tem  names  which  will  be  used  as  a  Table 
of  Contents,  for  preparing  the  indexes 
referred  to  above,  and  to  assist  OMB  in 
establishing  a  control  system  for  inven¬ 
torying  systems  of  records. 


Notice  Format 

All  information  should  be  stated  as 
thoroughly  and  concisely  as  possible. 

SYSTEM  NAME 

Include  Federal  Register  identifier 
following  system  name.  System  name 
should  reflect  the  categories  of  indivi¬ 
duals  on  whom  records  are  maintained 
in  the  system.  This  is  to  facilitate  use 
of  the  annual  compilation,  so  that  a 
reader  can  go  directly  to  the  system 
notice  in  the  compilation  for  a  full  de¬ 
scription  of  the  categories  of  individuals 
contained  in  it.  A  wholesale  renaming 
of  systems  should  not  be  necessary ;  com¬ 
ments  and  sample  submissions  have  in¬ 
dicated  that,  in  general,  system  names 
do  suggest  the  categories  of  individuals 
on  whom  records  are  maintained. 

location 

Specify  each  address  at  which  records 
are  maintained  in  the  system.  For  a  sys¬ 
tem  with  many  locations,  the  list  of  ad¬ 
dresses  may  be  included  in  an  appendix. 

CATEGORY  OF  INDIVIDUAL 

The  categories  of  individuals  on  whom 
records  are  maintained  in  the  system. 
This  is  designed  to  help  individuals  de¬ 
termine  if  there  is  information  on  them 
in  the  system;  thus,  “Applicants  for 
political  science  research  grants”  is  more 
helpful  than  “Persons  who  filed  form 
NCP-414.” 

CATEGORY  OF  RECORD 

A  brief  description  of  the  type  of  in¬ 
formation  in  the  system.  For  example, 
medical  history,  employment  history, 
grant  applications. 

AUTHORITY 

Identification  of  the  specific  statutory 
provision  or  Executive  order,  if  any, 
which  authorizes  the  solicitation  of  the 
information  by  the  agency.  While  “Au¬ 
thority”  is  not  required  by  subsection 
(e>  (4)  of  the  Act.  subsection  (e)  (3)  (A) , 
dealing  with  the  collection  of  informa¬ 
tion  from  an  individual,  contains  the  re¬ 
quirement  that  the  agency  cite  its  au¬ 
thority  for  soliciting  that  information. 
Although  the  section  (e)  (4)  notice  re¬ 
quirement  deals  with  the  maintenance 
of  records  systems  rather  than  the  solici¬ 
tation  of  information,  an  authority 
should  be  included  in  the  notice. 

.  ROUTINE  USES 

Each  routine  use  of  the  system,  as  de¬ 
fined  in  section  (a)(7)  of  the  Act,  in¬ 
cluding  the  category  of  users  and  the 
purpose  of  each  use.  This  is  a  very  im¬ 
portant  element,  and  should  include  both 
present  and  anticipated  uses. 

RECORD  MANAGEMENT  POLICY  AND  PRACTICE 

Storage — the  medium  in  which  the 
records  are  maintained,  i.e.,  on  mag-tape, 
punch  card,  etc. 

Retrievability — how  the  system  is  in¬ 
dexed,  i.e.,  by  name.  I.D.  number,  etc. 

Safeguards — what  measures  have  been 
taken  to  prevent  unauthorized  disclosure 
of  records,  i.e.,  physical  security,  person¬ 
nel  screening,  etc. 


Retention  and  disposal — how  long  the 
records  are  maintained,  how  they  are 
destroyed. 

SYSTEM  MANAGER 

The  title  and  business  address  of  the 
agency  official  responsible  for  the  system 
policies  and  practices  outlined  above. 

NOTIFICATION 

The  address  of  the  agency  office  to 
which  inquiries  should  be  addressed  and 
addresses  of  location  at  which  the  indi¬ 
vidual  may  present  a  request  as  to 
whether  a  system  contains  records  per¬ 
taining  to  himself.  Include  any  identify¬ 
ing  information  that  an  individual  is  re¬ 
quired  to  provide  the  agency  for  the 
agency  to  ascertain  whether  or  not  a  sys¬ 
tem  contains  a  record  about  the  individ¬ 
ual.  “Notification”  is  the  “where  and 
how”  of  determining  if  a  system  contains 
records  pertaining  to  the  individual; 
whereas,  the  “System  Manager”  is  the 
official  responsible  for  the  record  system 
policies  and  procedures.  Where  there  are 
several  locations  for  a  single  system  of 
records,  there  may  be  a  single  system 
manager  in  charge  of  the  entire  system, 
and  different  agency  personnel  handling 
notification  inquiries  at  each  location. 
If  the  system  manager  does  perform  the 
notification  function  as  well,  “same  as 
the  above”  can  be  inserted  under  the  “no¬ 
tification”  portion  of  the  notice. 

ACCESS  AND  CONTEST 

This  information  is  for  the  individual 
who  already  knows  that  a  system  con¬ 
tains  information  about  him  or  her.  It  is 
the  means  by  which  that  individual  can 
find  out  how  to  gain  access  to  and  con¬ 
test  those  records.  For  example,  mailing 
addresses  of  officials  to  which  the  indi¬ 
vidual  may  go  to  seek  information. 

SOURCES 

A  description  of  the  categories  of  the 
sources  of  records  in  the  system,  i.e.,  did 
the  information  come  from  the  individ¬ 
ual,  from  informants,  from  employers, 
etc. 

Sample  Notices 

The  following  sample  illustrates  how 
an  agency  might  describe  a  small  sys¬ 
tem  where  the  system  manager  is  also 
the  person  to  whom  an  individual  would 
go  to  find  out  if  the  system  contained  in¬ 
formation  on  him  or  her,  and  to  gain  ac¬ 
cess  to  that  information.  Note  that  offi¬ 
cials’  titles  and  addresses  need  not  be 
repeated. 

System  Name:  Cryptographic  Access 
Authorization  Records — FPC. 

Location :  Office  of  Administrative  Op- 
perations,  FPC,  941  North  Capitol  St. 
N.E.,  Washington,  D.C.  20426. 

Category  of  Individual:  FPC  staff  per¬ 
sonnel  who  have  been  authorized  access 
to  cryptographic  information. 

Category  of  Record :  Contains  the 
name,  grade,  organization,  and  place  and 
date  of  birth  of  person  being  granted  ac¬ 
cess.  Contains  a  briefing  certificate 
signed  by  the  individual  and  witnessed 
by  the  official  authorized  to  grant  access. 
Contains  a  debriefing  certificate  to  be 
signed  and  witnessed  when  clearance  is 
terminated. 
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Authority:  National  Security  Council 
Communications  Security  Directive, 
dated  August  26, 1968. 

Routine  Uses:  Identification  of  FPC 
personnel  having  access  to  crypto  mate¬ 
rial  or  equipment  used  only  by  the  Di¬ 
rector,  OAO,  and  the  COMSEC/Crypto- 
graphic  Officer. 

Record  Management  Policy  and  Prac¬ 
tice:  Storage — maintained  on  an  8xl0y2 


NOTICES 

inch  form.  Retrievability — indexed  by 
name.  Safeguards — records  are  main¬ 
tained  in  a  Class  6  manipulation  proof 
3-way  combination  lock  steel  container. 
Retention  and  Disposal — records  main¬ 
tained  until  the  individual  is  debriefed. 
Held  five  years  after  debriefing  and  then 
destroyed  by  fire. 

System  Manager:  Director,  Office  of 
Administrative  Operations,  Room  3106, 


North  Building,  941  N.  Capitol  Street 
N.E.,  Washington.  D.C.  20426 

Notification:  Same  as  the  above. 

Access  and  Contest:  Same  as  the  above. 

Sources  of  Information:  Individual  on 
whom  the  record  is  maintained. 

Machine  Readable  Submissions 

OFR  urges  that  notices  be  submitted  in 
machine  readable  form.  Specifications 
for  magnetic  tape  and  OPR  scannable 
submissions  are  as  follows: 
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INPUT  REQUIREMENTS  FOR  FR  PRIVACY  ACT  E&T  PROGRAM 

UTILIZING  OCR  SCAN N ABLE  COPY 


Typing  Requirements 

Typewriters  must  hive  10  character  per  inch  pitch,  OC  K-A  si/e 
I  typi  font  with  85  characters  and/or  symbols  and  space  bar  which 
conform  to  f  I  I’S  PUB  32. 

The  following  F  IPS  PUB  32  symbols  will  not  be  used: 

I  long  vertical  mark  (field  identifier)  fig.  11-24. 

V  symbol  fork,  figure  1 1  -22. 

—  group  erase,  figure  1 1  -96. 

The  symbol  hook  (  J1  )  figure  11-21  will  occasionally  be  used  to 
indicate  special  functions. 

The  character  erase  (  |  )  figure  11-95,  will  be  used  to  correct  typing 
errors,  as  follows: 

|  delete  previous  letter 

■  I  delete  all  characters,  back  to,  but  not  including,  previous 
space 

llfi  delete  entire  line,  back  to  the  left  hand  margin. 

Corrections  on  copy  will  not  be  made  by  erasing,  white-out.  or 
striking  out.  Only  clean  copy,  with  the  exception  of  the  character  erase 
used  for  correcting  errors,  will  be  acceptable. 

Copy  must  be  typed  double  space  at  a  5  or  6  lines  per  inch  pitch. 

Spacing  between  words  or  sentences  will  be  restricted  to  2  spaces 

Operator  must  distinguish  between  figure  one  ( I )  and  lower  case 
letter  ell  (I)  and  between  figure  zero  and  capital  Ictlei  O.  These  charac¬ 
ters  are  not  interchangeable. 

Hyphens  must  never  appear  at  the  end  of  a  line.  If  a  hyphenated 
word  must  extend  beyond  the  image  area,  use  2  erase  symbols  and  start 
a  new  line.  Strikes  over  previously  typed  letters  arc  acceptable  for  this 
function  only  when  the  insertion  of  the  two  erase  symbols  would  fall 
outside  the  right  side  margins. 

Quotation  marks -(")  for  single  open  quotes;  (,,n)  for  double 
open  quote;  (  ’ )  for  single  close  quote  and  apostrophe;  ('  •)  for  double 
close  quote. 

A  one-time  carbon  ribbon  that  is  equivalent  to  an  IBM  3121  Black 
Ribbon  Part  No.  1136108  or  1136390  is  normally  adequate  to  meet 
requirements. 

Paper  Requirements 

Paper  will  be  made  available  through  the  Office  of  the  Federal 
Register  and  will  have  preprinted  on  it,  in  non-OCR  readable  ink. 
margins,  alinement  and  first  character  positions.  Indents  for  3, 6,  and  9 
spaces  are  also  marked  and  are  referred  to  in  these  specifications. 

Margins  and  alinement  are  critical  and  must  be  followed. 

Data  Identifiers  (Keyword  Indicators) 

The  codes  listed  following  these  paragraphs  must  be  placed  im¬ 
mediately  in  front  of  the  data  they  refer  to.  These  codes  will  cause  the 
correct  function  code  and  heading  to  be  added  by  the  edit  program.' 


1.  Data  entries  are  to  be  preceded  by  a  keyword  indicator,  the 
character  t  x ).  and  a  letter  as  assigned. 

2.  The  keyword  indicators  and  the  subsequent  letter  causes  the  edit 
program  to  generate  the  proper  headings  as  they  appear  on  the 
following  list. 

3.  Data  may  reflect  either  a  textual  paragraph  or  column/list  format. 
The  start  of  each  paragraph  is  a  new  line,  with  a  3-space  indent. 
When  names,  addresses,  etc.,  require  a  column  list  format,  each 
individual  line  will  be  a  new  line  with  a  6-space  indent.  It  is 
advisable,  where  possible,  to  enter  names,  addresses,  etc.,  in 
paragraph  form. 


Keyword  and  letter 

Paragraph  title 

HA 

(NONE)* 

HB 

System  name: 

HC 

Security  classification: 

HD 

Security  location: 

H£ 

Categories  of  individuals  covered  by  the 
system: 

HF 

Categories  of  records  in  the  system: 

HG 

Authority  for  maintenance  of  the  system: 

HH 

Routine  uses  of  records  maintained  in  the 
system,  including  categories  of  users  and  the 
purposes  of  such  uses: 

HI 

Policies  and  practices  for  storing,  retrieving, 
accessing,  retaining,  and  disposing  of  records 
in  the  system: 

HJ 

Storage: 

HK 

Retrievability: 

HL 

Safeguards: 

Hfl 

Retention  and  disposal: 

HN 

System  manager(s)  and  address: 

HO 

Notification  procedure: 

HP 

Record  access  procedures: 

H<3 

Contesting  record  procedures: 

HR 

Record  source  categories: 

HS 

Systems  exempted  from  certain  provisions 
of  the  act: 

"Unique  system  number  assigned  by  the  submitting  department  To  be  used  in  creating  an 
index.  First  position  after  HA  must  be  either  a  blank  or  alphabetic  character.  20  characters 
maximum. 

For  further  information  on  scanner  input  contact  the  Privacy  Act  C  oordinator  at  the  Office 
of  the  Federal  Register. 
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INPUT  REQUIREMENTS  FOR  FR  PRIVACY  ACT  EDIT  PROGRAM 


1.  All  files  will  be  submitted  on  Vi  inch  wide  magnetic  tape  whose 
recording  mode  is  9  track.  Acceptable  recording  densities  are  800 
or  1600  CPI. 

2.  Files  are  to  be  devoid  of  equipment-oriented  identification  label 
records,  i.e.,  unlabeled. 

3.  Files  are  comprised  of  blocks  of  data  not  to  exceed  3000  characters. 

4.  Data  entries  are  to  be  preceded  by  a  keyword  indicator,  the  char¬ 
acter  “+”,  and  a  number  as  assigned.  See  attachment  I. 

5.  The  keyword  indicators  and  the  subsequent  number  causes  the  edit 
program  to  generate  the  proper  headings  as  they  appear  on  attach¬ 
ment  I. 

6.  Data  may  reflect  either  a  textual  paragraph  or  column/list  format. 
The  start  of  each  paragraph  is  preceded  by  the  character  “$". 
When  names,  addresses,  etc.,  require  a  column  list  format,  each 
individual  line  will  be  preceded  by  the  character  It  is  advisable, 
where  possible,  to  enter  names,  addresses,  etc.,  in  paragraph  form. 

7.  The  character  set  indicated  in  attachment  11  provides  for  upper  and 
lower  case  letters,  the  numbers  zero  through  nine,  and  the  normally 
used  punctuation,  e.g.,  period,  comma,  colon,  semicolon,  hyphen, 
em  dash.  shil.  exclamation  mark,  question  mark,  quote,  apostrophe, 
ampersand,  asterisk,  and  open  and  close  parens. 

These  codes  represent  the  characters  to  be  called  by  the  composi¬ 
tion  program  in  composing  the  submitted  data.  Any  fractions,  math 
signs,  etc.,  are  to  be  spelled  out. 

ATTACHMENT  I 

Keyword  and 

number  Paragraph  title 

+1  (NONE)* 

-1-2$  System  name: 

+3$  Security  classification: 

'Unique  system  number  assigned  by  the  submitting  department.  To  be  used  in  creating  an 
index  First  position  after  +1  must  be  either  a  blank  or  alphabetic  character  20  characters 
maximum. 


ATTACHMENT  1-  Continued 
Keyword  and 

number  Paragraph  title 

44$  System  location: 

45$  Categories  of  individuals  covered  by  the 

system: 

46$  Categories  of  records  in  the  system: 

+7$  Authority  for  maintenance  of  the  system: 

48$  Routine  uses  of  records  maintained  in  the 

system,  including  categories  of  users  and  the 
purposes  of  such  uses: 

49$  Policies  and  practices  for  storing,  retrieving, 

accessing,  retaining,  and  disposing  of  records 
in  the  system: 

49A$  Storage: 

49B$  Retrievability: 

49C$  Safeguards: 

+9D$  Retention  and  disposal: 

410$  System  manager(s)  and  address: 

411$  Notification  procedure: 

412$  Record  access  procedures: 

413$  Contesting  record  procedures: 

414$  Record  source  categories: 

415$  Systems  exempted  from  certain  provisions 

of  the  act: 

-416  ** 

*  T-nd  description  indicator  For  use  by  DOD.  Positions  20-24  contain  record  count  for 
checking.  Files  will  be  in  blocked  records  with  control  records  in  front  of  entry  records 
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Character 

Hex 

1 

By  pass 

10 

ATTACHMENT  II 
PART  I 


Character  J  4  Character  I  5  Character  I  v>  I  Character  I  /  Character 


01 


7E 


7F!  "  quote 
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NOTICES 

V 

Bj 

ATTACHMENT  II 

PART  II 

0 

8 


"  I 


When  submitting  magnetic  tape  to 
OPR  for  publication,  an  agency  should 
submit  the  tape  itself  as  printer’s  copy, 
and  two  printouts  for  use  as  an  original 
document  and  public  inspection  copy. 
One  of  the  printouts  must  be  signed  by 
“certified  to  be  abrue  copy  of  the  or¬ 
iginal,”  or  both  may  be  signed. 

In  the  case  of  a  large  group  of  notices, 
for  example,  when  an  agency  submits  all 
of  its  notices  at  one  time,  a  signed  cover¬ 
ing  letter  may  be  included,  so  that  the 
issuing  official  may  sign  just  one  letter, 
rather  than  each  systems  notice. 

Sample  Notice  II  illustrates  how  a  sys¬ 
tem  notice  will  look  with  the  codes  re¬ 
quired  by  the  specifications  appearing 
above.  NOTE  THAT  THE  ACTUAL 
HEADINGS,  “SYSTEM  NAME,”  “LOCA¬ 
TION.”  ETC.,  SHOULD  NOT  BE 
PRINTED  OR  TYPED,  BUT  ONLY  THE 
SYMBOLS.  The  program  developed  by 
the  Government  Printing  Office  will  in¬ 
sert  the  headings  where  appropriate. 

+1  DOD  412.07. 

+2$  Research  Clearance  Files  412.07 — 
DOD/Navy. 

4-4$  Records  Management  Division, 
Administrative  Management  Directorate, 
the  Adjutant  General  Center  Office  of 
the  Secretary  of  the  Army. 

4-5$  U.S.  citizens,  doing  unofficial  re¬ 
search,  who  apply  for  access  to  Army 
classified  files. 

4-6$  Individual’s  application  for  re¬ 
lated  processing  papers  and  access  au¬ 
thorization  and  extension;  correspond¬ 
ence  between  the  Records  Management 
Division  and  (1)  applicant,  (2)  records 
custodians,  (3)  other  Government  agen¬ 
cies;  retained  copies  of  research  notes 
and  manuscript  and  selected  documents. 

+7$  Section  12,  Executive  Order  11652, 
“Classification  and  Declassification  of 
National  Security  Information  and 
Material.” 

+8$  Records  are  used  to  obtain  clear¬ 
ance  for  access  to  classified  information 
by  applicant;  to  obtain  approval  of  re¬ 
search  subject  matter;  to  determine  lo¬ 
cation,  availability  and  classification  of 
records  desired  by  the  researchers;  to 
request  and  coordinate  the  review  of 
manuscript;  and  to  enable  discussion  of 
proposed  or  ongoing  research  when  prob¬ 
lems  arise.  Primary  users  are  the  Office 
of  the  Secretary  of  the  Army,  and  Offices 
of  the  Department  of  the  Army  Staff  and 
major  commands. 

+9$ 

4-9A$  Paper  records  in  file  folders. 

-f9B$  Filed  alphabetically  by  last 
name  of  researcher. 

4-9C$  Buildings  employ  security 
guards.  Records  are  maintained  in  areas 
accessible  only  to  authorized  personnel 
that  are  properly  screened,  cleared,  and 
trained. 

4-9D$  Records  are  permanent.  They 
are  retained  in  active  file  until  end  of 
calendar  year  in  which  research  project 
is  completed,  held  an  additional  year  in 
inactive  file,  and  subsequently  retired 
to  the  Washington  National  Records 
Center. 

4-10$  The  Secretary  of  the  Army,  thru 
his  designated  representative,  The  Ad¬ 
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jutant  General.  Headquarters,  Depart¬ 
ment  of  the  Army,  the  Pentagon,  Wash¬ 
ington,  D.C. 

4-11$  Information  may  be  obtained 
from: 

%  Hq  DA  ( DAAG- AMR-S ) 

%  Room  GA  084  ' 

%  Forrestal  Building 
%  Washington,  D.C.  20314 
%  File.  Area  Code  202/693-1847. 

4-12$  Requests  from  individuals  should 
be  addressed  to:  Same  address  as  stated 
in  the  notification  section  above. 

4-13$  The  Departments’  rules  for  ac¬ 
cess  to  records  and  for  contesting  con¬ 
tents  and  appealing  initial  determina¬ 
tions  by  the  individual  concerned  appear 
in  the  rules  section  of  the  Federal  Reg¬ 
ister. 

4-14$  Application  and  related  forms 
from  the  individual  researcher  Depart¬ 
ment  of  the  Army  Staff  agencies  and 
other  federal  agencies. 

4-15$  None. 

4-16  (Record  count) 

The  OFR  Privacy  Publications  Co¬ 
ordinating  Staff  is  available  to  answer 
any  questions  regarding  the  Privacy  Act 
and  its  publication  requirements.  The 
office  is  located  in  Room  8401  at  1100  L 
Street,  N.W.,  Washington,  D.C.;  tele¬ 
phone  (202)  523-5240.  Office  hours  are 
from  8:45  a.m.  to  5: 15  p.m. 

Dated:  June  17, 1975. 

Fred  J.  Emery, 
Director,  Office  of 
the  Federal  Register. 

APPENDIX  A 

Agency  Abbreviations-Identifiers 

Following  is  the  list  of  abbreviations 
for  Federal  agencies  assigned  by  OFR. 
Any  agency  that  still  needs  an  identifier 
should  call  the  Privacy  Publications 
Coordinator. 

USDA - AGRICULTURE  DEPARTMENT 

ADS — Automated  Data  Systems 
AMS — Agricultural  Marketing  Service 
ARS — Agricultural  Research  Service 
ASCS — Agricultural  Stabilization  and  Con¬ 
servation  Service 

APHIS — Animal  and  Plant  Health  Inspec¬ 
tion  Service 

CCC — Commodity  Credit  Corporation 
CEA — Commodity  Exchange  Authority 
COMM — Ofc.  of  Communications 
CSRS — Cooperative  State  Research  Service 
EMS — Export  Marketing  Service 
EMSC — Economic  Management  Support 

Center 

ERS — Economic  Research  Service 

ES — Extension  Service 

PCS — Farmer  Cooperative  Service 

FmHA — Farmers  Home  Administration 

FCIC — Federal  Crop  Insurance  Corporation 

FAS — Foreign  Agricultural  Service 

FNS — Food  and  Nutrition  Service 

FS — Forest  Service 

OA— Ofc.  of  Audit 

OEO — Ofc.  of  Equal  Opportunity 

OGC — Ofc.  of  General  Counsel 

OI — Ofc.  of  Information 

OMF — Ofc.  of  Management  and  Finance 

OO — Ofc.  of  Operations 

OP — Ofc.  of  Personnel 

OS — Ofc.  of  Secretary 

PSA — Packers  and  Stockyards  Administra¬ 
tion 

RDA — Rural  Development  Service 


REA — Rural  Electrification  Administration 
RTB — Rural  Telephone  Bank 
SCS — Soli  Conservation  Service 
SRS — Statistical  Reporting  Service 

COMMERCE — COMMERCE  DEPARTMENT 

Census — Census  Bureau 

DIBA — Domestic  and  International  Business 
Administration 

EDA — Economic  Development  Administra¬ 
tion 

MA — Maritime  Administration 
NBS — National  Bureau  of  Standards 
NOAA — National  Oceanic  and  Atmospheric 
Administration 

NTIS—  National  Technical  Information 

Service 

MBE — Minority  Business  Enterprise  Office 
Patent — Patent  Office 

SESA — Social  and  Economic  Statistics  Ad¬ 
ministration 

USTS — United  States  Travel  Service 

DOD - DEFENSE  DEPARTMENT 

Department  of  Defense  (DOD) — D 
Defense  Advanced  Research  Projects  Agency 
(DARPA)— E 

Central  Security  Service  (CSS) — Q 
Defense  Civil  Preparedness  Agency  (DCPA)  — 
C 

Defense  Communications  Agency  (DCA) — K 
Defense  Contract  Audit  Agency  (DCAA) — R 
Defense  Intelligence  Agency  (DIA) — L 
Defense  Investigative  Service  (DIS) — V 
Defense  Mapping  Agency  (DMA) — B 
Defense  Nuclear  Agency  (DNA) — H 
Defense  Security  Assistance  Agency  (DSAA) 
— T 

Defense  Supply.  Agency  (DSA) — S 
Department  of  the  Air  Force  (AF) — F 
Department  of  the  Army  (DA) — A 
Department  of  the  Navy  (DON) — N 
National  Security  Agency  (NSA) — G 
Office  of  the  Secretary  of  Defense  (OSD) — D 
Organization  of  the  Joint  Chiefs  of  Staff 
(JCS)-J 

United  States  Coast  Guard  (USCG) — P 
United  States  Marine  Corps  (USMC) — M 
Uniformed  Services  University  of  the  Health 
Sciences  (USUHS) — W 

HEW — HEALTH,  EDUCATION,  AND  WELFARE 
DEPARTMENT 

CDC — Disease  Control  Center 

FDA — Food  and  Drug  Administration 

HRA — Health  Resources  Administration 

HSA — Health  Services  Administration 

NIH — National  Institutes  of  Health 

OE — Education  Office 

PHS — Public  Health  Service 

SRS — Social  and  Rehabilitation  Service 

SSA — Social  Security  Administration 

HUD - HOUSING  AND  URBAN  DEVELOPMENT 

DEPARTMENT 

FDA  A — Federal  Disaster  Assistance  Ad¬ 
ministration 

FI  A — Federal  Insurance  Administration 
GNMA — Government  National  Mortgage  As¬ 
sociation 

ILSRO — Interstate  Land  Sales  Registra¬ 
tion  Office 

INTERIOR — INTERIOR  DEPARTMENT 

BPA — Bonneville  Power  Administration 
BIA — Indian  Affairs  Bureau 
BLM — Land  Management  Bureau 
FWS — Fish  and  Wildlife  Service 
GS— Geological  Survey 

MESA — Mining  Enforcement  and  Safety  Ad¬ 
ministration 
Mines — Mines  Bureau 
NPS — National  Park  Service 
OHA — Hearings  and  Appeals  Office 
Oil  Sc  Gas — Oil  and  Gas  Office 
Reclamation — Reclamation  Bureau 
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JUSTICE - JUSTICE  DEPARTMENT 

DEA — Drug  Enforcement  Administration 
INS — Immigration  and  Naturalization  Serv¬ 
ice 

LEAA — Law  Enforcement  Assistance  Ad¬ 
ministration 

LABOR-  -LABOR  DEPARTMENT 

BLS — Labor  Statistics  Bureau 
ESA — Employment  Standards  Administra¬ 
tion 

FCCO — Federal  Contract  Compliance  Office 
Manpower — Manpower  Administration 
OSH  A — Occupational  Safety  and  Health  Ad¬ 
ministration 

W&H — Wage  and  Hour  Division 

STATE - STATE  DEPARTMENT 

AID — Agency  for  International  Development 

DOT - TRANSPORTATION  DEPARTMENT 

CG — Coast  Guard 

FAA — Federal  Aviation  Administration 
FHA — Federal  Highway  Administration 
FRA — Federal  Railroad  Administration 
NHTSA — National  Highway  Traffic  Safety 
Administration 

St.  Lawrence  Seaway — Saint  Lawrence  Sea¬ 
way  Development  Corporation 
UMTA — Urban  Mass  Transportation  Admin¬ 
istration 

TREASURY — TREASURY  DEPARTMENT 

AT&F — Alcohol,  Tobacco  and  Firearms 
Bureau 

Customs — Customs  Service 
Comptroller — Comptroller  of  the  Currency 
ESO — Economic  Stabilization  Office  (tem¬ 
porary) 

FS — Fiscal  Service 

IRS — Internal  Revenue  Service 

Mint — Mint  Bureau 

INDEPENDENT  AGENCIES 

Action 

CAB — Civil  Aeronautics  Board 
CASB — Cost  Accounting  Standards  Board 
CEQ — Council  on  Environmental  Quality 
CFTC — Commodities  Futures  Trading  Com¬ 
mission 

CITA — Textile  Agreements  Implementation 
Committee 

CPSC — Consumer  Product  Safety  Commis¬ 
sion 

CRC — Civil  Rights  Commission 
CSC — Civil  Service  Commission 
EEOC — Equal  Employment  Opportunity 

Commission 

EIB — Export-Import  Bank 
ERDA — Energy  Research  and  Development 
Administration 

EPA — Environmental  Protection  Agency 
FCC — Federal  Communications  Commission 
FCSC — Foreign  Claims  Settlement  Commis¬ 
sion 

FDIC — Federal  Deposit  Insurance  Corpora¬ 
tion 

FEA — Federal  Energy  Administration 
FHLBB — Federal  Home  Loan  Bank  Board 

FMCS — Federal  Mediation  and  Conciliation 
Service 

FPC — Federal  Power  Commission 
FTC — Federal  Trade  Commlslson 
GSA — General  Services  Administration 
GSA/FMPO — Federal  Management  Policy 
Office 

GSA/FSS — Federal  Supply  Service 
GSA/PBS — Public  Buildings  Service 
HMRB — Hazardous  Materials  Regulations 
Board 


ICC — Interstate  Commerce  Commission 
I CP — Interim  Compliance  Panel 
NARS — National  Archives  and  Records  Serv¬ 
ice 

NASA — National  Aeronautics  and  Space  Ad¬ 
ministration 

NCUA — National  Credit  Union  Administra¬ 
tion 

NLRB — National  Labor  Relations  Board 
NRC — Nuclear  Regulatory  Commission 
NTSB — National  Transportation  Safety 

Board 

OPIC — Overseas  Private  Investment  Corp. 

OFR — Federal  Register  Office 

OMB — Management  and  Budget  Office 

PRC — Postal  Rate  Commission 

RB — Renegotiation  Board 

RRB — Railroad  Retirement  Board 

SBA — Small  Business  Administration 

SEC — Securities  and  Exchange  Commission 

TV  A — Tennessee  Valley  Authority 

USIA — United  States  Information  Agency 

USPS — U.S.  Postal  Service 

VA — Veterans  Administration 

WRC — Water  Resources  Council 

APPENDIX  B 

CFR  Part  Assignments 

Where  feasible,  a  new  part  has  been 
located  near  the  Freedom  of  Information 
Act  regulations.  In  many  cases,  however, 
Privacy  Act  regulations  will  force  a  re¬ 
vision  of  present  parts.  Thus,  where  rec¬ 
ommended  part  numbers  are  occupied, 
it  is  suggested  that  they  be  revised  or 
amended  to  include  the  Privacy  Act 
regulations. 

Title  5 

I  Civil  Service  Commission — Parts  293, 

297. 

IX  Appalachian  Regional  Commision — 
Part  1900. 

Title  6 

II  Wage  and  Price  Stability  Council — 

Part  703 

Title  7 

Subtitle  A  Office  of  the  Secretary  of 
Agriculture — Part  1,  Subpart  I 

Title  8 

I  Immigration  and  Naturalization  Serv¬ 
ice — Part  104 

Title  10 

I  Nuclear  Regulatory  Commission — Add 

to  Part  9 

II  Federal  Energy  Administration — 

Part  216 

III  Energy  Research  and  Development 

Administration — Part  710 

Title  12 

II  Federal  Reserve  System — Add  to 

Part  271 

III  Federal  Deposit  Insurance  Corpora¬ 

tion — Part  310 

IV  Export-Import  Bank — Part  405 

V  Federal  Home  Loan  Bank  Board — 

Part  513 

VI  Farm  Credit  Administration — Part 

603 


VII  National  Credit  Union  Administra¬ 
tion — Part  723 

Title  13 

I  Small  Business  Administration — Add 

to  Part  102 

Title  14 

II  Civil  Aeronautics  Board — Add  to  Part 

310 

III  National  Transportation  Safety 

Board — Part  402 

V  National  Aeronautics  and  Space  Ad¬ 

ministration — Part  1212 

Title  15 

A.  Office  of  the  Secretary  of  Com¬ 
merce — Part  4b 

Title  16 

I  Federal  Trade  Commission — Add  to 

Part  4 

II  Consumer  Product  Safety  Commis¬ 

sion — Part  1001 

Title  17 

II  Securities  and  Exchange  Commis¬ 
sion — Add  to  Part  200 

Title  18 

I  Federal  Power  Commission — Add  to 

Part  3 

II  Tennessee  Valley  Authority — Add  to 

Part  301 

VI  Water  Resources  Council — Part  701 
Title  19 

II  International  Trade  Commission — 
Part  201 

Title  20 

II  Railroad  Retirement  Board — Add  to 
Part  200 

Title  22 

I  Department  of  State — Part  6a 

II  Agency  for  International  Develop¬ 

ment — Part  215 

V  United  States  Information  Agency — 

Part  505 

VI  United  States  Arms  Control  and  Dis¬ 

armament  Agency — Part  602 

VII  Overseas  Private  Investment  Cor¬ 

poration — Part  707 

X  Inter-American  Foundation — Part 

1003 

Title  24 

Subtitle  A.  Office  of  the  Secretary  of  De¬ 
partment  of  Housing  and  Urban 
Development — Part  16 

Title  25 

III  Indian  Claims  Commission — Part 

502 

Title  26 

I  Internal  Revenue  Service — Part  601 
Title  28 

I  Department  of  Justice — Add  to  Part 
16 
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Subtitle  A.  Office  of  the  Secretary  of 
Labor — Add  to  Part  70 
I  National  Labor  Relations  Board — 
Part  104 

X  National  Mediation  Board — Part 
1210 

XU  Federal  Mediation  and  Concilia¬ 
tion  Service — Part  1410 
XIV  Equal  Employment  Opportunity 
Commission — Part  1611 
XX  Occupational  Safety  and  Health 
Review  Commission — Part  2400 

Title  31 

Subtitle  A.  Office  of  the  Secretary  of  the 
Treasury — Add  to  Part  1 

Title  32 

I  Office  of  the  Secretary  of  Defense — 
Add  to  Part  298 

V  Department  of  the  Army — Add  to 

Part  518 

VI  Department  of  the  Navy — Add  to 

Part  701 

VII  Department  of  the  Air  Force — 

Add  to  Part  806 

XIV  Renegotiation  Board — Part  1481 
XVI  Selective  Service  System — Add  to 
Part  1608 
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XIX  Central  Intelligence  Agency — Add 
to  Part  1900 

Title  35 

I  Canal  Zone — Part  10 

Title  36 

IV  American  Battle  Monuments  Com¬ 
mission — Add  to  Part  404 

Title  38 

I  Veterans  Administration — Add  to 
Part  1 

Title  39 

I  United  States  Postal  Service — Part 
266 

III  Postal  Rate  Commission — Part  3003 

Title  40 

I  Environmental  Protection  Agency — 
Part  16 

Title  43 

Subtitle  A.  Office  of  the  Secretary  of  the 
Interior — Part  2  Subpart  F 

Title  45 

Subtitle  A  Department  of  Health,  Edu¬ 
cation,  and  Welfare — Part  5b 


25997 

V  Foreign  Claims  Settlement  Commis¬ 

sion — Part  504 

VI  National  Science  Foundation — Part 

645 

VII  Commission  on  Civil  Rights — Part 

706 

XI  National  Foundation  on  the  Arts 

and  the  Humanities — Part  1101 

XII  ACTION— Part  1209 

Title  46 

IV  Federal  Maritime  Commission — Add 
to  Part  503 

Title  47 

I  Federal  Communications  Commis¬ 
sion — Add  to  Part  0 

Title  49 

Subtitle  A  Office  of  the  Secretary  of 
Transportation — Add  to  Part  6 
X  Interstate  Commerce  Commission — 
Add  to  Part  1007 

APPENDIX  A 
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Public  Law  93-5?9 
93rd  Congress,  S.  3418 
December  31,  1974 

2n  9tt 

To  amend  title  5,  United  States  Code,  by  adding  u  section  552a  to  safeguard 
individuul  privacy  from  the  misuse  of  Federal  records,  to  provide  that 
individuals  be  granted  access  to  records  concerning  them  which  are  maintained 
by  Federal  agencies,  to  establish  a  Privacy  Protection  Study  Commission,  and 
for  other  purposes. 

lie  it  enacted  by  the  Semite  and  Home  of  Representatives  of  the 
United  State*  of  America  in  Congress  assembled ,  That  this  Act  may 
he  cited  as  the  “Privacy  Act  of  1974”. 

Sko.  2.  (a)  The  Congress  finds  that — 

(1)  the  privacy  of  an  individual  is  directly  affected  by  the 
collection,  maintenance,  use,  and  dissemination  of  personal  infor¬ 
mation  by  Federal  agencies; 

(2)  the  increasing  use  of  computers  and  sophisticated  infor¬ 
mal  ion  technology,  while  essential  to  the  efficient  operations  of 
the  Government,  has  greatly  magnified  the  harm  to  individual 
privacy  that  can  occur  from  any  collection,  maintenance,  use,  or 
dissemination  of  personal  information; 

(3)  the  opportunities  for  an  individual  to  secure  employment, 
insurance,  and  credit,  and  his  right  to  due  process,  and  other  legal 
protections  are  endangered  by  the  misuse  of  certain  information 
systems ; 

(4)  the  right  to  privacy  is  a  personal  and  fundamental  right 
protected  by  the  Constitution  of  the  United  States;  and 

(5)  in  order  to  protect  the  privacy  of  individuals  identified  in 
information  systems  maintained  by  Federal  agencies,  it  is  neces¬ 
sary  and  proper  for  the  Congress  to  regulate  the  collection,  main¬ 
tenance,  use,  and  dissemination  of  information  by  such  agencies. 

(b)  The  purpose  of  this  Act  is  to  provide  certain  safeguards  for  an 
individual  against  an  invasion  of  personal  privacy  by  requiring 
Federal  agencies,  except  as  otherwise  provider!  by  law,  to — 

( 1)  permit  an  individual  to  determine  what  records  pertaining 
to  him  are  collected,  maintained,  used,  or  disseminated  by  such 
agencies ; 

(2)  permit  an  individual  to  prevent  records  pertaining  to  him 
obtained  by  such  agencies  for  a  particular  purpose  from  being 
used  or  made  available  for  another  purpose  without  his  consent; 

(3)  permit  an  individual  to  gain  access  to  information  pertain¬ 
ing  to  him  in  Federal  agency  records,  to  have  a  copy  made  of  all 
or  any  portion  thereof,  and  to  correct  or  amend  such  records; 

(4)  collect,  maintain,  use,  or  disseminate  any  record  of  identi¬ 
fiable  personal  information  in  a  manner  that  assures  that  such 
action  is  for  a  necessary  and  lawful  purpose,  that  the  infor¬ 
mation  is  current  and  accurate  for  its  intended  use,  and  that 
adequate  safeguards  are  provided  to  prevent  misuse  of  such 
information; 

(5)  permit  exemptions  from  the  requirements  with  respect  to 
records  provided  in  this  Act  only  in  those  cases  where  there  is  an 
important  public  jxdicy  need  for  such  exemption  as  has  boon 
determined  by  specific  statutory  authority ;  and 

(6)  be  subject  to  civil  suit  for  any  damages  which  occur  as  a 

result  of  willful  or  intentional  action  which  violates  any  indi¬ 
vidual’s  rights  under  this  Act,  .  _ _ _ 

Skc.  3.  Title  5,  United  States  Code,  is  amended  by  adding  after 
section  552  the  following  new  section : 
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5  use  552a.  “§  552a.  Records  maintained  on  individuals 

“(a)  Definitions. — For  purposes  of  this  section — 

“(1)  the  term  ‘agency’  means  agency  as  defined  in  section 
5  use  552.  552(e)  of  this  title; 

“(2)  the  term  ‘individual’  means  a  citizen  of  the  United  States 
or  an  alien  lawfully  admitted  for  permanent  residence ; 

“(3)  the  term  ‘maintain’  includes  maintain,  collect,  use,  or  dis¬ 
seminate  ;  «. 

“(4)  the  term  ‘record’  means  any  item,  collection,  or  grouping 
of  information  about  an  individual  that  is  maintained  by  an 
agency,  including,  but  not  limited  to.  his  education,  financial 
transactions,  medical  history,  and  criminal  or  employment  history 
and  that  contains  his  name,  or  the  identifying  number,  symbol, 
or  other  identifying  particular  assigned  to  the  individual,  such 
as  a  finger  or  voice  print  or  a  photograph ; 

“(5)  the  term  ‘system  of  records’  means  a  group  of  any  records 
under  the  control  of  any  agency  from  which  information  is 
retrieved  by  the  name  of  the  individual  or  by  some  identifying 
number,  symbol,  or  other  identifying  particular  assigned  to  the 
individual ; 

“(6)  the  term  ‘statistical  record'  means  a  record  in  a  system 
of  records  maintained  for  statistical  research  or  reporting  pur¬ 
poses  only  and  not  used  in  whole  or  in  part  in  making  any  deter¬ 
mination  about  an  identifiable  individual,  except  as  provided  by 
13  use  8.  section  8  of  title  13 ;  and 

“(7)  the  term  ‘routine  use’  means,  with  respect  to  the  dis¬ 
closure  of  a  record,  the  use  of  such  record  for  a  purpose  which 
is  compatible  with  the  purpose  for  which  it  was  col'ected. 

“(b)  Conditions  of  Disciosube. — No  agency  shall  disclose  any 
record  which  is  contained  in  a  system  of  records  by  any  means  of  com¬ 
munication  to  any  person,  or  to  another  agency,  except  pursuant  to  a 
written  request  by,  or  with  the  prior  written  consent  of,  the  individual 
to  whom  the  record  pertains,  unless  disclosure  of  the  record  would 
lie — 

“(1)  to  those  officers  and  employees  of  the  agency  which  main¬ 
tains  the  record  who  have  a  need  for  the  record  in  the  performance 
of  their  duties; 

“(2)  required  under  section  552  of  this  title; 

“(3)  for  a  routine  use  as  defined  in  subsection  (a)(7)  of  this 
section  and  described  under  subsection  (e)  (4)  (D)  of  this  section; 

“(4)  to  the  Bureau  of  the  Census  for  purposes  of  planning  or 
carrying  out  a  census  or  survey  or  related  activity  pursuant  to 
the  provisions  of  title  13; 

“(5)  to  a  recipient  who  has  provided  the  agency  with  advance 
adequate  written  assurance  that  the  record  will  be  used  solely  as 
a  statistical  research  or  reporting  record,  and  the  record  is  to  be 
transferred  in  a  form  that  is  not  individually  identifiable; 

“(6)  to  the  National  Archives  of  the  United  States  as  a  record 
which  has  sufficient  historical  or  other  value  to  warrant  its  con¬ 
tinued  preservation  by  the  United  States  Government,  or  for 
evaluation  Ky  the  Administrator  of  General  Services  or  his 
designee  to  determine  whether  the  record  has  such  value; 

“(7)  to  another  agency  or  to  an  instrumentality  of  any  govern¬ 
mental  jurisdiction  within  or  under  the  control  of  the  United 
States  for  a  civil  or  criminal  law  enforcement  activity  if  the 
activity  is  authorized  by  law,  and  if  the  head  of  the  agency  or 
instrumentality  has  made  a  written  request,  to  the  agency  which 
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maintains  the  record  specifying  the  particular  portion  desired  and 
the  law  enforcement  activity  for  which  the  record  is  sought; 

“(8)  to  a  person  pursuant  to  a  showing  of  compelling  circum¬ 
stances  affecting  the  health  or  safety  of  an  individual  if  upon  such 
disclosure  notification  is  transmitted  to  the  last  known  address  of 
such  individual; 

“(9)  to  either  House  of  Congress,  or,  to  the  extent  of  matter 
within  its  jurisdiction,  any  committee  or  subcommittee  thereof, 
any  joint  committee  of  Congress  or  subcommittee  of  any  such 
joint  committee; 

“(10)  to  the  Comptroller  General,  or  any  of  his  authorized  rep¬ 
resentatives,  in  the' course  of  the  performance  of  the  duties  of 
the  General  Accounting  Office;  or 

“(11)  pursuant  to  the  order  of  a  court  of  competent  jurisdic¬ 
tion. 

“(c)  Accounting  of  Certain  Disclosures. — Each  agency,  with 
respect  to  each  system  of  records  under  its  control,  shall — 

“(1)  except  for  disclosures  made  under  subsections  (b)(1)  or 
(b)  (2)  of  this  section,  keep  an  accurate  accounting  of — 

“(A)  the  date,  nature,  and  purpose  of  each  disclosure  of 
a  record  to  any  person  or  to  another  agency  made  under 
subsection  (b)  of  this  section ;  and 

“(B)  the  name  and  address  of  the  person  or  agency  to 
whom  the  disclosure  is  made ; 

“(2)  retain  the  accounting  made  under  paragraph  (1)  of  this 
subsection  for  at  least  five  years  or  the  life  of  the  record,  which¬ 
ever  is  longer,  after  the  disclosure  for  which  the  accounting  is 
made ; 

“(3)  except  for  disclosures  made  under  subsection  (b)(7)  of 
this  section,  make  the  accounting  made  under  paragraph  (1)  of 
this  subsection  available  to  the  individual  named  in  the  record 
at  his  request ;  and 

“(4)  inform  any  person  or  other  agency  about  any  correction 
or  notation  of  dispute  made  by  the  agency  in  accordance  with 
subsection  (d)  of  this  section  of  any  record  that  has  been  dis¬ 
closed  to  the  person  or  agency  if  an  accounting  of  the  disclosure 
was  made. 

“(d)  Access  to  Rf.cords. — Each  agency  that  maintains  a  system 
of  records  shall — 

“(1)  upon  request  by  any  individual  to  gain  access  to  his  Personal 
record  or  to  any  information  pertaining  to  him  which  is  con-  review, 
tained  in  the  system,  permit  him  and  upon  his  request,  a  person 
of  his  own  choosing  to  accompany  him,  to  review  the  record  and 
have  a  copy  made  of  all  or  any  portion  thereof  in  a  form  compre¬ 
hensible  to  him,  except  that  the  agency  may  require  the  indi¬ 
vidual  to  furnish  a  written  statement  authorizing  discussion  of 
that  individual's  record  in  the  accompanying  person's  presence; 

“(2)  permit  the  individual  to  request  amendment  of  a  record  Amendment 
pertaining  to  him  and —  request. 

“(A)  not  later  than  10  days  (excluding  Saturdays,  Sun¬ 
days,  and  legal  public  holidays)  after  the  date  of  receipt  of 
such  request,  acknowledge  in  writing  such  receipt;  and 
“(B)  promptly,  either — 

“(i)  make  any  correction  of  any  portion  thereof 
which  the  individual  believes  is  not  accurate,  relevant, 
timely,  or  complete ;  or 

“(ii)  inform  the  individual  of  its  refusal  to  amend 
the  record  in  accordance  with  his  request,  the  reason 


15 


FEDERAL  REGISTER,  VOL.  40,  NO.  119— THURSDAY,  JUNE  19,  1975 


NOTICES 


3 L  SrAT.  189f- 


Review. 


Notation  of 
dispute. 


Publication 
in  Federal 
Register. 


Pub.  Law  93-579  -  4  -  December  31,  1974 


for  the  refusal,  the  procedures  established  by  the  agency 
for  the  individual  to  rc-qir  t  a  review  of  MiuL  rei  .sal  bv 

.  the  head  of  the  agency  oi  an  officer  designated  by  the 
head  of  the  agency,  and  the  naim  and  business  addict; 
of  that  official : 

“(3)  permit  the  individual  who  disagrees  with  the  refusal  of  the 
agency  to  amend  his  record  to  request  a  review  of  such  refusal, 
and  not  later  than  30  days  (excluding  Saturdays,  Sundays,  and 
legal  public  holidays)  from  the  date  on  which  the  individual 
requests  such  review,  complete  such  review  and  make  a  final 
determination  unless,  for  good  cause  shown,  the  head  of  the  agency 
extends  such  30-day  ]>oricKl ;  and  if,  after  his  review,  the  reviewing 
official  also  refuses  to  amend  the  record  in  accordance  with  the 
request,  permit  the  individual  to  file  with  the  agency  a  concise 
statement  setting  forth  the  reasons  for  his  disagreement  with  the 
refusal  of  the  agency,  and  notify  the  individual  of  the  provisions 
for  judicial  review  of  the  reviewing  official’s  determination  under 
subsection  (g)  (1)  (A)  of  this  section; 

“(4)  in  any  disclosure,  containing  information  al>out  which 
the  individual  has  filed  a  statement  of  disagreement,  occurring 
after  the  filing  of  the  statement  under  paragraph  (3)  of  the  sub¬ 
section,  clearly  note  any  portion  of  the  record  which  is  disputed 
and  provide  copies  of  the  statement  and,  if  the  agency  deems  it 
appropriate,  copies  of  a  concise  statement  of  the  reasons  of  the 
agency  for  not  making  the  amendments  requested,  to  persons  or 
other  agencies  to  whom  the  disputed  record  has  Ik-on  disclosed; 
and 

“(5)  nothing  in  this  section  shall  allow  an  individual  access  to 
any  information  compiled  in  reasonable  anticipation  of  a  civil 
action  or  proceeding. 

“(e)  Agency  Requirements. — Each  agency  that  maintains  a 
system  of  records  shall — 

“(1)  maintain  in  its  records  only  such  information  about  an 
individual  as  is  relevant  and  necessary  to  accomplish  a  purpose  of 
the  agency  required  to  be  accomplished  by  statute  or  by  executive 
order  of  tne  President ; 

“(2)  collect  information  to  the  greatest  extent  practicable 
directly  from  the  subject  individual  when  the  information  may 
result  in  adverse  determinations  about  an  individual’s  rights,  bene¬ 
fits,  and  privileges  under  Federal  programs; 

“(3)  inform  each  individual  whom  it  asks  to  supply  informa¬ 
tion,  on  the  form  which  it  uses  to  collect  the  information  or  on  a 
separate  form  that  can  be  retained  by  the  individual — 

“(A)  the  authority  (whether  granted  by  statute,  or  by 
executive  order  of  the  President)  which  authorizes  the  solici¬ 
tation  of  the  information  and  whether  disclosure  of  such 
information  is  mandatory  or  voluntary; 

“(P)  the  principal  purpose  or  purposes  for  which  the 
information  is  intended  to  lie  used ; 

“(C)  the  routine  uses  which  may  he  made  of  the  informa¬ 
tion,  as  published  pursuant  to  paragraph  (4)(J))  of  this 
subsection ;  and 

“(D)  the  effects  on  him,  if  any,  of  not  providing  all  or 
any  part  of  the  requested  information ; 

“(4)  subject  to  the  provisions  of  paragraph  (11)  of  this  sub¬ 
section,  publish  in  the  Federal  Register  at  least  annually  a  notice 
of  the  existence  and  character  of  the  system  of  records,  which 
notice  shall  include — 

“(A)  the  name  and  location  of  the  system; 
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“(B)  the  categories  of  individuals  on  whom  records  are 
maintained  in  the  system ; 

“(C)  the  categories  of  records  maintained  in  the  system; 

“(D)  each  routine  use  of  the  records  contained  in  the  sys¬ 
tem,  including  the  categories  of  users  and  the  purpose  of  such 
use; 

“(E)  the  policies  and  practices  of  the  agency  regarding 
storage,  retrievability,  access  controls,  retention,  and  disposal 
of  the  records ; 

“(F)  the  title  and  business  address  of  the  agency  official 
who  is  responsible  for  the  system  of  records; 

“(G)  the  agency  procedures  whereby  an  individual  can  be 
notified  at  his  request  if  the  system  of  records  contains  a  rec¬ 
ord  pertaining  to  him ; 

“(H)  the  agency  procedures  whereby  an  individual  can  be 
notified  at  his  request  how  he  can  gain  access  to  any  record 
pertaining  to  him  contained  in  the  system  of  records,  and  how 
he  can  contest  its  content ;  and 

“(I)  the  categories  of  sources  of  records  in  the  system; 

“(5)  maintain  all  records  which  are  used  by  the  agency  in  mak¬ 
ing  any  determination  about  any  individual  with  such  accuracy, 
relevance,  timeliness,  and  completeness  as  is  reasonably  necessary 
to  assure  fairness  to  the  individual  in  the  determination; 

“(6)  prior  to  disseminating  any  record  about  an  individual  to 
any  person  other  than  an  agency,  unless  the  dissemination  is 
made  pursuant  to  subsection  (b)  (2)  of  this  section,  make  reason¬ 
able  efforts  to  assure  that  such  records  are  accurate,  complete, 
timely,  and  relevant  for  agency  purposes; 

“(7)  maintain  no  record  describing  how  any  individual  exer¬ 
cises  rights  guaranteed  by  the  First  Amendment  unless  expressly 
authorized  by  statute  or  by  the  individual  about  whom  the  record 
is  maintained  or  unless  pertinent  to  and  within  the  scope  of  an 
authorized  law  enforcement  activity; 

“(8)  make  reasonable  efforts  to  serve  notice  on  an  individual 
when  any  record  on  such  individual  is  made  available  to  any  per¬ 
son  under  compulsory  legal  process  when  such  process  becomes  a 
matter  of  public  record ; 

“(9)  establish  rules  of  conduct  for  persons  involved  in  the 
design,  development,  operation,  or  maintenance  of  any  system  of 
records,  or  in  maintaining  any  record,  and  instruct  each  such  per¬ 
son  with  respect  to  such  rules  and  the  requirements  of  this  section, 
including  any  other  rules  and  procedures  adopted  pursuant  to  this 
section  and  the  penalties  for  noncompliance; 

“(10)  establish  appropriate  administrative,  technical,  and 
physical  safeguards  to  insure  the  security  and  confidentiality  of 
records  and  to  protect  against  any  anticipated  threats  or  hazards 
to  their  security  or  integrity  which  could  result  in  substantial 
harm,  embarrassment,  inconvenience,  or  unfairness  to  any  individ¬ 
ual  on  whom  information  is  maintained;  and 

“(11)  at  least  30  days  prior  to  publication  of  information  under 
paragraph  (4)(D)  of  this  subsection,  publish  in  the  Federal 
Register  notice  of  any  new  use  or  intended  use  of  the  information 
in  the  system,  and  provide  an  opportunity  for  interested  persons  to 
submit  written  data,  views,  or  arguments  to  the  agency. 

“(f)  Agency  Rules. — In  order  to  carry  out  the  provisions  of  this 
section,  each  agency  that  maintains  a  system  of  records  shall  pro¬ 
mulgate  rules,  in  accordance  with  the  requirements  (including  general 
notice)  of  section  553  of  this  title,  which  shall — 

“(1)  establish  procedures  whereby  an  individual  can  be  notified 
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in  response  to  his  request  if  any  system  of  records  named  by  the 
individual  contains  a  record  pertaining  to  him ; 

‘*(2)  define  reasonable  times,  places,  and  requirements  for  iden¬ 
tifying  an  individual  who  requests  his  record  or  information 
pertaining  to  him  before  the  agency  shall  make  the  record  or 
information  available  to  the  individual; 

“(3)  establish  procedures  for  the  disclosure  to  an  individual 
upon  liis  request  of  his  record  or  information  pertaining  to  him, 
including  special  procedure,  if  deemed  necessary,  for  the  disclo¬ 
sure  to  an  individual  of  medical  records,  including  psychological 
records,  pertaining  to  him ; 

%  ‘"(4)  establish  procedures  for  reviewing  a  request  from  an 

individual  concerning  the  amendment  of  any  record  or  informa¬ 
tion  pertaining  to  the  individual,  for  making  a  determination  on 
the  request,  for  an  appeal  within  the  agency  of  an  initial  adverse 
agency  determination,  and  for  whatever  additional  means  may  be 
necessary  for  each  individual  to  be  able  to  exercise  fully  his  rights 
under  this  section ;  and 

“(5)  establish  fees  to  Ik*  charged,  if  any,  to  any  individual  for 
making  copies  of  his  record,  excluding  the  cost  of  any  search  for 
and  review  of  the  record. 

The  Office  of  the  Federal  Register  shall  annually  compile  and  publish 
the  rules  promulgated  under  this  subsection  and  agency  notices  pub¬ 
lished  under  subsection  (e)  (4)  of  this  section  in  a  form  available  to 
the  public  at  low  cost. 

“(g)(1)  Civil  Remedies. — Whenever  any  agency 

“(A)  makes  a  determination  under  subsection  (d)(3)  of  this 
section  not  to  amend  an  individual’s  record  in  accordance  with 
his  request,  or  fails  to  make  such  review  in  conformity  with  that 
subsection ; 

“(B)  refuses  to  comply  with  an  individual  request  under  sub¬ 
section  (d)(1)  of  this  section; 

“(C)  fails  to  maintain  any  record  concerning  any  individual 
with  such  accuracy,  relevance,  timeliness,  and  completeness  as  is 
necessary  to  assure  fairness  in  any  determination  relating  to  the 
qualifications,  character,  rights,  or  opportunities  of,  or  benefits  to 
the  individual  that  may  be  made  on  the  basis  of  such  record,  and 
consequently  a  determination  is  made  which  is  adverse  tq  the 
individual :  or 

“(I))  fails  to  comply  with  any  other  provision  of  this  section, 
or  any  rule  promulgated  thereunder,  in  such  a  way  as  to  have 
an  adverse  effect  on  an  individual, 

the  individual  may  bring  a  civil  action  against  the  agency,  and  the 
district  courts  of  the  United  States  shall  have  jurisdiction  in  the 
matters  under  the  provisions  of  this  subsection. 

“(2)  (A)  In  any  suit  brought  under  the  provisions  of  subsection 
(g)  (1)  (A)  of  this  section,  the  court  may  order  the  agency  to  amend 
the  individual’s  record  in  accordance  with  his  request  or  in  such  other 
way  as  the  court  may  direct.  In  such  a  case  the  court  shall  determine 
the  matter  de  novo. 

“(B)  The  court  may  assess  against  the  United  States  reasonable 
attorney  fees  and  other  litigation  costs  reasonably  incurred  in  any  case 
under  this  paragraph  in  which  the  complainant  has  substantially 
prevailed. 

“(3)  (A)  In  any  suit  brought  under  the  provisions  of  subsection 
(g)  (1)  (B)  of  this  section,  the  court  may  enjoin  the  agency  from  with¬ 
holding  the  records  and  order  the  production  to  the  complainant  of  any 
agency  records  improperly  withheld  from  him.  In  such  a  case  the  court 
shall  determine  the  matter  de  novo,  and  may  examine  the  contents  of 
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any  agency  records  in  camera  to  determine  whether  the  records  or  any 
portion  thereof  may  be  withheld  under  any  of  the  exemptions  set  forth 
in  subsection  (k)  of  this  section,  and  the  burden  is  on  the  agency  to 
sustain  its  action. 

“(II)  The  court  may  assess  against  the  United  States  reasonable 
attorney  fees  and  other  litigation  costs  reasonably  incurred  in  any  case 
under  this  paragraph  in  which  the  complainant  has  substantially 
prevailed. 

“(4)  In  any  suit  brought  under  the  provisions  of  subsection  Damages. 

(g)  (1)  (C)  or  (I>)  of  this  section  in  which  the  court  determines  that 
the  agency  acted  in  a  manner  which  was  intentional  or  willful,  the 
United  States  shall  lie  liable  to  the  individual  in  an  amount  equal  to 
the  sum  of — 

“(A)  actual  damages  sustained  by  the.  individual  as  a  result  of 
the  refusal  or  failure,  but  in  no  case  shall  a  person  entitled  to 
recovery  receive  less  than  the  sum  of  $1,000;  and 
“(B)  the  costs  of  the  action  together  with  reasonable  attorney 
fees  as  determined  by  the  court. 

“(5)  An  action  to  enforce  any  liability  created  under  this  section 
may  lie  brought  in  the  district  court  of  the  United  States  in  the  district 
in  which  the  complainant  resides,  or  has  his  principal  place  of  business, 
or  in  which  the  agency  records  are  situated,  or  in  the  District  of  Colum¬ 
bia,  without  regard  to  the  amount  in  controversy,  within  two  years 
from  the  date  on  which  the  cause  of  action  arises,  except  that  where 
an  agency  lifts  materially  and  willfully  misrepresented  any  informa¬ 
tion  required  under  this  section  to  be  disclosed  to  an  individual  and 
the  information  so  misrepresented  is  material  to  establishment  of 
the  liability  of  the  agency  to  the  individual  under  this  section,  the 
action  may  be  brought  at  any  time  within  two  years  after  discovery  by 
the  individual  of  the  misrepresentation.  Nothing  in  this  section  snail 
be  construed  to  authorize  any  civil  action  by  reason  of  any  injury  sus¬ 
tained  as  the  result  of  a  disclosure  of  a  record  prior  to  the  effective  date 
of  this  section. 

“(h)  Rights  of  Legal  Guardians. — For  the  purposes  of  this  section, 
the  parent  of  any  minor,  or  the  legal  guardian  of  any  individual  who 
has  been  declared  to  be  incompetent  due  to  physical  or  mental  inca¬ 
pacity  or  age  by  a  court  of  competent  jurisdiction,  may  act  on  behalf 
of  the  individual. 

“(i)(l)  Criminal  Penalties. — Any  officer  or  employee  of  an 
agency,  who  by  virtue  of  his  employment  or  official  position,  has  pos¬ 
session  of,  or  access  to,  agency  records  which  contain  individually 
identifiable  information  the  disclosure  of  which  is  prohibited  by  this 
section  or  by  rules  or  regulations  established  thereunder,  and  who 
knowing  that  disclosure  of  the  specific  material  is  so  prohibited,  will¬ 
fully  discloses  the  material  in  any  manner  to  any  person  or  agency  not 
entitled  to  receive  it,  shall  be  guilty  of  a  misdemeanor  and  fined  not 
more  than  $5,000. 

“(2)  Any  officer  or  employee  of  any  agency  who  willfully  maintains 
a  system  of  records  without  meeting  the  notice  requirements  of  sub¬ 
section  (e)  (4)  of  this  section  shall  be  guilty  of  a  misdemeanor  and  fined 
not  more  than  $5,000. 

“(3)  Any  person  who  knowingly  and  willfully  requests  or  obtains 
any  record  concerning  an  individual  from  an  agency  under  false  pre¬ 
tenses  shall  be  guilty  of  a  misdemeanor  and  fined  not  more  than  $5,000. 

“(j)  General  Exemptions. — The  head  of  any  agency  may  promul¬ 
gate  rules,  in  accordance  with  the  requirements  (including  general 
notice)  of  sections  553  (b)  (1),  (2),  and  (3),  (c),  and  (e)  of  this  title,  5  use  553. 
to  exempt  any  system  of  records  within  the  agency  from  any  part  of 
this  section  except  subsections  (b),  (c)  (1)  and  (2),  (e)  (4)  (A)  through 
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(F),  (e)(6),  (7),  (9),  (10),  and  (11),  and  (i)  if  the  system  of  records 
is — 

“(1)  maintained  by  the  Central  Intelligence  Agency;  or 

“(‘2)  maintained  by  an  agency  or  component  thereof  which 
|terfonns  as  its  principal  function  any  activity  pertaining  to  the 
enforcement  of  criminal  laws,  including  police  efforts  to  prevent, 
control,  or  reduce  crime  or  to  apprehend  criminals,  and  the  activ¬ 
ities  of  prosecutors,  courts,  correctional,  probation,  pardon,  or 
parole  authorities,  and  which  consists  of  (A)  information  com¬ 
piled  for  the  purpose  of  identifying  individual  criminal  offenders 
and  alleged  offenders  and  consisting  only  of  identifying  data 
and  notations  of  arrests,  the  nature  and  disposition  of  criminal 
charges,  sentencing,  confinement,  release,  and  parole  and  proba¬ 
tion  status;  (II)  information  compiled  for  the  puri>ose  of  a 
criminal  investigation,  including  reports  of  informants  and 
investigators,  and  associated  with  an  identifiable  individual;  or 
(C)  reports  identifiable  to  an  individual  compiled  at  any  stage 
of  the  process  of  enforcement  of  the  criminal  laws  from  arrest 
or  indictment  through  release  from  supervision. 

At  the  time  rules  are  adopted  under  this  subsection,  the  agency  shall 
5  use  553.  include  in  the  statement  required  under  section  553(c)  of  this  title, 

the  reasons  why  the  system  of  records  is  to  be  exempted  from  a  pro¬ 
vision  of  this  section. 

“(k)  Specific  Exemptions. — The  head  of  any  agency  may  pro¬ 
mulgate  rules,  in  accordance  with  the  requirements  (including  general 
notice)  of  sections  553(b)  (1),  (2),  and  (3),  (c),  and  (e)  of  this  title, 
to  exempt  any  system  of  records  within  the  agency  from  subsections 
(c)(3),  (d),  (e)(1),  (e)(4)  (G),  (H),  and- (I)  and  (f)  of  this  sec¬ 
tion  if  the  system  of  records  is — 

5  use  552.  “  ( 1 )  subject  to  the  provisions  of  section  552(b)  (1 )  of  this  title ; 

“(2)  investigatory  material  compiled  for  law  enforcement  pur¬ 
poses,  other  than  material  within  the  scope  of  subsection  (j)  (2) 
of  this  section:  Provided .  hmcever ,  That  if  any  individual  is 
denied  any  right,  privilege,  or  benefit  that  he  would  otherwise 
be  entitled  by  Federal  law,  or  for  which  he  would  otherwise  be 
eligible,  as  a  result  of  the  maintenance  of  such  material,  such 
material  shall  be  provided  to  such  individual,  except  to  the  extent 
that  the  disclosure  of  such  material  would  reveal  the  identity  of 
a  source  w»ho  furnished  information  to  the  Government  nnder  an 
express  promise  that  the  identity  of  the  source  would  lie  held  in 
confidence,  or,  prior  to  the  effective  date  of  this  section,  under 
an  implied  promise  that  the  identity  of  the  source  would  oe  held 
in  confidence; 

“(3)  maintained  in  connection  with  providing  protective  serv¬ 
ices  to  the  President  of  the  United  States  or  otner  individuals 
ie  use  3056.  pursuant  to  section  3056  of  title  18; 

“(4)  required  by  statute  to  be  maintained  and  used  solely  as 
statistical  records; 

“(5)  investigatory  material  compiled  solely  for  the  purpose  of 
determining  suitability,  eligibility,  or  qualifications  for  Federal 
civilian  employment,  military  service,  Federal  contracts,  or 
access  to  classified  information,  but  only  to  the  extent  that  the 
disclosure  of  such  material  would  reveal  the  identity  of  a  source 
who  furnished  information  to  the  Government  under  an  express 

Sromise  that  the  identity  of  the  source  would  be  held  in  confi- 
ence,  or,  prior  to  the  effective  date  of  this  section,  under  an 
implied  promise  that  the  identity  of  the  source  would  be  held  in 
confidence ; 

“(6)  testing  or  examination  material  used  solely  to  determine 
individual  qualifications  for  appointment  or  promotion  in  the 
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Federal  service  the  disclosure  of  which  would  compromise  the 
objectivity  or  fairness  of  the  testing  or  examination  process;  or 
“(7)  evaluation  material  used  to  determine  potential  for  pro¬ 
motion  in  the  armed  services,  hut  only  to  the  extent  that  the 
disclosure  of  such  materia]  would  reveal  the  identity  of  a  source 
who  furnished  information  to  the  Government  under  an  express 
promise  that  the  identity  of  the  source  would  be  held  in  confi¬ 
dence,  or,  prior  to  the  effective  date  of  this  section,  under  an 
implied  promise  that  the  identity  of  the  source  would  lx*  held  in 
confidence. 

At  the  time  rules  are  adopted  under  this  subsection,  the  agency  shall 
include  in  the  statement  required  under  section  ">53  (c)  of  this  title, 
the  reasons  why  the  system  of  records  is  to  !>e  exempted  from  a  pro¬ 
vision  of  this  section. 

“(1)  ( 1)  Archival  Rktokos. — Each  agency  record  which  is  accepted 
by  the  Administrator  of  General  Services  for  storage,  processing,  and 
servicing  in  accordance  with  section  3103  of  title  44  shall,  for  the  pur¬ 
poses  of  this  section,  lx*  considered  to  lx*  maintained  by  the  agency 
which  dc]X)sited  the  record  and  shall  lx*  subject  to  the  provisions  of 
this  section.  The  Administrator  of  General  Services  shall  not  disclose 
the  record  except  to  the  agency  which  maintains  the  record,  or  under 
rules  established  by  that  agency  which  are  not  inconsistent  with  the 
provisions  of  this  section. 

“(2)  Each  agency  record  pertaining  to  an  identifiable  individual 
which  was  transferred  to  the  National  Archives  of  the  United  States 
as  a  record  which  has  sufficient  historical  or  other  value  to  warrant 
its  continued  preservation  by  the  United  States  Government,  prior  to 
the  effective  date  of  this  section,  shall,  for  the  purposes  of  this  section, 
be  considered  to  lx>  maintained  by  the  National  Archives  and  shall 
not  lx*  subject  to  the  provisions  of  this  section,  except  that  a  statement 
generally  describing  such  records  (modeled  after  the  requirements 
relating  to  records  subject  to  subsect ions  (e)(4)(  A)  through  (G)  of 
this  section)  shall  be  published  in  the  Federal  Register. 

“(3)  Each  agency  record  pertaining  to  an  identifiable  individual 
which  is  transferred  to  the  National  Archives  of  the  United  States  as 
a  record  which  has  sufficient  historical  or  other  value  to  warrant  its 
continued  preservation  by  the  United  States  Government,  on  or  after 
the  effective  date  of  this  section,  shall,  for  the  purposes  of  this  section, 
he  considered  to  be  maintained  by  the  National  Archives  and  shall  be 
exempt  from  the  requirements  of  this  section  except  subsections  (e)  (4) 
(A)  through  (G)  and  (e)(9)  of  this  section. 

“(m)  Government  Contractors.-  When  an  agency  provides  by  a 
contract  for  the  operation  by  or  on  behalf  of  the  agency  of  a  system 
of  records  to  accomplish  an  agency  function,  the  agency  shall,  con¬ 
sistent  with  its  authority,  cause  the  requirements  of  this  section  to  Ixi 
applied  to  such  system.  For  purposes  of  subsection  (i)  of  this  section 
any  such  contractor  and  any  employee  of  such  contractor,  if  such 
contract  is  agreed  to  on  or  after  the  effective  date  of  this  section,  shall 
he.  considered  to  be  an  employee  of  an  agency. 

“(n)  Mailino  Lists. — An  individual’s  name  and  address  may  not 
be  sold  or  rented  by  an  agency  unless  such  action  is  specifically  author¬ 
ized  by  law.  This  provision  shall  not  be  construed  to  require  the 
withholding  of  names  and  addresses  otherwise  permitted  to  be  made 
public. 

“(o)  Report  on  New'  Systems. — Each  agency  shall  provide  adequate 
advance  notice  to  Congress  and  the  Office  of  Management  and  Budget 
of  any  projxisal  to  establish  or  alter  any  system  of  records  in  order 
to  permit  an  evaluation  of  the  probable  or  potential  effect  of  such 
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proposal  on  the  privacy  and.  other  personal  or  property  rights  of 
individuals  or  the  disclosure  of  information  relating  to  such  indi¬ 
viduals,  and  its  effect  on  the  preservation  of  the  constitutional 
principles  of  federalism  and  separation  of  powers. 

“(p)  Annual  Report. — The  President  shall  submit  to  the  Speaker 
of  the  House  and  the  President  of  the  Senate,  by  June  30  of  each 
calendar  year,  a  consolidated  report,  separately  listing  for  each  Fed¬ 
eral  agency  the  number  of  records  contained  in  any  system  of  records 
which  were  exempted  from  the  application  of  this  section  under  the 
provisions  of  subsections  (j)  and  (k)  of  this  section  during  the  pre¬ 
ceding  calendar  year,  and  the  reasons  for  the  exemptions,  and  such 
other  information  as  indicates  efforts  to  administer  fully  this  section. 

(q)  Effect  of  Other  Laws. — No  agency  shall  rely  on  any  exemp¬ 
tion  contained  in  section  552  of  this  title  to  withhold  from  an  indi¬ 
vidual  any  record  which  is  otherwise  accessible  to  such  individual 
under  the  provisions  of  this  section.”. 

Sec.  4.  The  chapter  analysis  of  chapter  5  of  title  5,  United  States 
Code,  is  amended  by  inserting: 

“552a.  Records  about  individuals.” 
immediately  below : 

“552.  Public  information ;  agency  rules,  opinions,  orders,  and  proceedings.”. 

Sec.  5.  (a)(1)  There  is  established  a  Privacy  Protection  Study 
Commission  (hereinafter  referred  to  as  the  “Commission”)  which 
shall  be  composed  of  seven  members  as  follows: 

(A)  three  appointed  by  the  President  of  the  United  States, 

(B)  two  appointed  by  the  President  of  the  Senate,  and 

(C)  two  appointed  by  the  Speaker  of  the  House  of  Representa¬ 
tives. 

Members  of  the  Commission  shall  be  chosen  from  among  persons  who, 
by  reason  of  their  knowledge  and  expertise  in  any  of  the  following 
areas — civil  rights  and  liberties,  law,  social  sciences,  computer  tech¬ 
nology,  business,  records  management,  and  State  and  local  govern¬ 
ment — are  well  oualified  for  service  on  the  Commission. 

(2)  The  members  of  the  Commission  shall  elect  a  Chairman  from 
among  themselves. 

(3)  Any  vacancy  in  the  membership  of  the  Commission,  as  long  as 
there  are  four  members  in  office,  shall  not  impair  the  power  of  the 
Commission  but  shall  be  filled  in  the  same  manner  in  which  the  original 
appointment  was  made. 

(4)  A  quorum  of  the  Commission  shall  consist  of  a  majority  of 
the  members,  except  that  the  Commission  may  establish  a  lower  num¬ 
ber  as  a  quorum  for  the  purpose  of  taking  testimony.  The  Com¬ 
mission  is  authorized  to  establish  such  committees  and  delegate  such 
authority  to  them  as  may  be  necessary  to  carry  out  its  functions. 
Each  member  of  the  Commission,  including  the  Chairman,  shall  have 
equal  responsibility  and  authority  in  all  decisions  and  actions  of  the 
Commission,  shall  have  full  access  to  all  information  necessary  to  the 
performance  of  their  functions,  and  shall  have  one  vote.  Action  of 
the  Commission  shall  be  determined  by  a  majority  vote  of  the  mem¬ 
bers  present.  The  Chairman  (or  a  member  designated  by  the  Chair¬ 
man  to  be  acting  Chairman)  shall  be  the  official  spokesman  of  the 
Commission  in  its  relations  with  the  Congress,  Government  agencies, 
other  persons,  and  the  public,  and,  on  behalf  of  the  Commission,  shall 
see  to  the  faithful  execution  of  the  administrative  policies  and  deci¬ 
sions  of  the  Commission,  and  shall  report  thereon  to  the  Commission 
from  time  to  time  or  as  the  Commission  may  direct. 
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(5)  (A)  Whenever  the  Commission  submits  any  budget  estimate  Budget 
or  request  to  the  President  or  tbe  Office  of  Management  and  Budget,  requests, 
it  shall  concurrently  transmit  a  copy  of  that  request  to  Congress. 

(B)  Whenever  the  Commission  submits  any  legislative  recommen-  Legislative 
dations,  or  testimony,  or  comments  on  legislation  to  the  President  or  recommen- 
Office  of  Management  and  Budget,  it  shall  concurrently  transmit  a  copy  dations. 
thereof  to  the  Congress.  No  officer  or  agency  of  the  United  States 
shall  have  any  authority  to  require  the  Commission  to  submit  its 
legislative  recommendations,  or  testimony,  or  comments  on  legisla¬ 
tion,  to  any  officer  or  agency  of  the  United  States  for  approval,  com¬ 
ments,  or  review,  prior  to  the  submission  of  such  recommendations, 
testimony,  or  comments  to  the  Congress. 

(b)  The  Commission  shall — 

(1)  make  a  study  of  the  data  banks,  automated  data  process-  study, 
ing  programs,  and  information  systems  of  governmental, 
regional,  and  private  organizations,  in  order  to  determine  the 
standards  and  procedures  in  force  for  the  protection  of  personal 
information;  and 

(2)  recommend  to  the  President  and  the  Congress  the  extent, 
if  any,  to  which  the  requirements  and  principles  of  section  552a 

of  title  5,  United  States  Code,  should  be'applied  to  the.  informa-  Ante,  p.  1897. 

tion  practices  of  those  organizations  by  legislation,  administrative 

action,  or  voluntary  adoption  of  such  requirements  and  principles, 

and  report  on  such  other  legislative  recommendations  as  it  may 

determine  to  be  necessary  to  protect  the  privacy  of  individuals 

while  meeting  the  legitimate  needs  of  government  and  society  for 

information. 

(c)  (1)  In  the  course  of  conducting  the  study  required  under  sub¬ 
section  (b)  (1)  of  this  section,  and  in  its  reports  thereon,  the  Com- 
’mission  may  research,  examine,  and  analyze — 

(A)  interstate  transfer  of  information  about  individuals  that 
is  undertaken  through  manual  files  or  by  computer  or  other  elec¬ 
tronic  or  telecommunications  means ; 

(B)  data  banks  and  information  programs  and  systems  the 
operation  of  which  significantly  or  substantially  affect  the  enjoy¬ 
ment  of  the  privacy  and  other  personal  and  property  rights  of 
individuals; 

(C)  the  use  of  social  security  numbers,  license  plate  numbers, 
universal  identifiers,  and  other  symbols  to  identify  individuals 
in  data  banks  and  to  gain  access  to,  integrate,  or  centralize 
information  systems  and  files;  and 

(I))  the  matching  and  analysis  of  statistical  data,  such  as 
Federal  census  data,  with  other  sources  of  personal  data,  such  as 
automobile  registries  and  telephone  directories,  in  order  to 
reconstruct  individual  responses  to  statistical  questionnaires  for 
commercial  or  other  purposes,  in  a  way  which  results  in  a 
violation  of  the  implied  or  explicitly  recognized  confidentiality 
of  such  information. 

(2)  (A)  The  Commission  may  include  in  its  examination  personal 
information  activities  in  the  following  areas:  medical;  insurance; 
education;  employment  and  personnel;  credit,  banking  and  financial 
institutions;  credit  bureaus;  the  commercial  reporting  industry;  cable 
television  and  other  telecommunications  media;  travel,  hotel  and 
entertainment  reservations;  and  electronic  check  processing. 

(B)  The  Commission  shall  include  in  its  examination  a  study  of — 

(i)  whether  a  person  engaged  in  interstate  commerce  who 
maintains  a  mailing  list  should  be  required  to  remove  an 
individual's  name  and  address  from  such  list  upon  request  of 
that  individual; 
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(ii)  whcthci  flit*  •  Internal  Revenue  Service  should  la*  pro- 
hibiftd  from  transferin^  imfi  viliutlh  iiulenlifi  tble  data  to  other 
agencies  and  to  agencies  of  St  iti  governments; 

(iii)  whether  the  F<‘d<  rnl  Government  should  be  liable  for 
•n  neral  dnmagt s  incurred  l>\  an  individual  as  tlie  result  of  a  will 
?ul  or  intentional  violation  of  tin  provisions  ot  sections  552a  (g) 

A  tc ,  p.  1897.  (1)  (C)  ot  (1>)  of  title .5,  United  States  Code;  and 

(iv)  whether  and  how  the  standards  for  seeutity  and  con¬ 
fidentiality  of  records  required  under  section  552a  (e)  (10)  of 
such  title"  should  be  applied  when  a  record  is  disclosed  to  a 
person  other  than  an  agency. 

Religious  or-  ((')  The  ( ’ommission  may  study  such  other  personal  information 
ganizations,  activities  necessary  to  carry  out  the  congressional  policy  embodied,  in 
exception.  this  Act,  except  that  the  Commission  shall  not  investigate  information 
systems  maintained  by  religious  organizations. 

Guidelines  (‘1)  In  conducting  such  study,  the  Commission  shall — 

for  study.  (A)  determine  what  laws,  Executive  orders,  regulations, 

directives,  and  judicial  decisions  govern  the  activities  under  study 
and  the  extent  to  which  they  arc  consistent  with  the  rights  of 
privacy,  due  process  of  law,  and  other  guarantees  in  the 
Constitution ; 

(li)  determine  to  what  extent  governmental  and  private 
information  systems  affect  Federal-State  relations  or  the 
principle  of  separation  of  powers; 

(C)  examine  the  standards  and  criteria  governing  programs, 
policies,  and  practices  relating  to  the  collection,  soliciting, 
processing,  use,  access,  integration,  dissemination,  and  transmis¬ 
sion  of  personal  information;  and 

(D)  to  the  maximum  extent  practicable,  collect  and  utilize 
findings,  reports,  studies,  hearing  transcripts,  and  recommenda¬ 
tions  of  governmental,  legislative  and  private  liodies.  institutions, 
organizations,  and  individuals  which  pertain  to  the  problems 
under  study  by  the  Commission. 

(d)  In  addition  to  its  other  functions  the  Commission  may — 

(1)  request  assistance  of  the  heads  of  appropriate  departments, 
agencies,  and  instrumentalities  of  the  Federal  Government,  of 
State  and  local  governments,  and  other  persons  in  carrying  out 
its  functions  under  this  Act ; 

(2)  upon  request,  assist  Federal  agencies  in  complying  with  the 
requirements  of  section  552a  of  title  5,  United  States  (’ode : 

(3)  determine  what  specific  categories  of  information,  the  col¬ 
lection  of  which  would  violate  an  individual's  right  of  privacy, 
should  lie  prohibited  by  statute  from  collection  by  Federal  agen¬ 
cies;  and 

(4)  upon  request,  prepare  model  legislation  for  use  by  State 
and  local  governments  in  establishing  procedures  for  handling, 
maintaining,  and  disseminating  personal  information  at  the  State 
and  local  level  and  provide  such  technical  assistance  to  State  and 
local  governments  as  they  may  require  in  the  preparation  and 
implementation  of  such  legislation. 

(e)  (1)  The  Commission  may,  in  carrying  out  its  functions  under 
this  section,  conduct  such  inspections,  sit  and  act  at  such  times  and 
places,  hold  such  hearings,  take  such  testimony,  require  by  suh|>eim 
the  attendance  of  such  witnesses  and  the  production  of  such  books, 
records,  papers,  correspondence,  and  documents,  administer  such 
oaths,  have  such  printing  and  binding  done,  and  make  such  expendi¬ 
tures  as  the  Commission  deems  advisable.  A  suhpena  shall  lie  issued 
only  upon  an  affirmative  vote  of  n  majority  of  nil  members  of  the  Com- 
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mission.  Subpenas  shall  be  issued  under  the  signature  of  the  Chair¬ 
man  or  any  member  of  the  Commission  designated  by  the  Chairman 
and  shall  lie  served  by  any  person  designated  by  the  Chairman  or  any 
such  mem  tier.  Any  member  of  the  Commission  may  adininister-oaths 
or  affirmations  to  witnesses  appearing  before  the  Commission. 

(2)  (A)  Each  department,  agency,  and  instrumentality  of  the  execu¬ 
tive  branch  of  the  Government  is  authorized  to  furnish  to  the  Com¬ 
mission,  upon  request  made  by  the  Chairman,  such  information,  data, 
reports  and  such  other  assistance  as  the  Commission  deems  necessary 
to  carry  out  its  functions  under  this  section.  Whenever  the  head  of 
any  such  department,  agency,  or  instrumentality  submits  a  report 
pursuant  to  section  5;V2a  (o)  of  title  5,  United  States  Code,  a  copy 
of  such  report  shall  be  transmitted  to  the  Commission. 

(B)  In  carrying  out  its  functions  and  exercising  its  powers  under 
this  section,  the  Commission  may  accept  from  any  such  department, 
agency,  independent  instrumentality,  or  other  person  any  individu¬ 
ally  indent ifiable  data  if  such  data  is  necessary  to  carry  out  such  powers 
and  functions.  In  any  case  in  which  the  Commission  accepts  any 
such  information,  it  shall  assure  that  the  information  is  used  only 
for  the  purpose  for  which  it  is  provided,  and  upon  completion  of  that 
purpose  such  information  shall  be  destroyed  or  returned  to  such  de¬ 
partment,  agency,  independent  instrumentality,  or  person  from  which 
it  is  obtained,  as  appropriate. 

(3)  The  Commission  shall  have  the  power  to - 

(A)  appoint  and  fix  the  comi>ensation  of  an  executive  director, 
and  such  additional  staff  personnel  as  may  be  necessary,  without 
regard  to  the  provisions  of  title  5,  United  States  Code,  govern¬ 
ing  appointments  in  the  competitive  service,  and  without  regard 
to  chapter  51  and  subchapter  III  of  chapter  53  of  such  title  re¬ 
lating  to  classification  and  General  Schedule  pay  rates,  but  at  rates 
not  in  excess  of  the  maximum  rate  for  GS-18  of  the  General 
Schedule  under  section  5332  of  such  title :  and 

(B)  procure  temporary  and  intermittent  services  to  the  same 
extent  as  is  authorized  by  section  3109  of  title  5,  United  States 
Code. 

The  Commission  may  delegate  any  of  its  functions  to  such  personnel 
of  the  Commission  as  the  Commission  may  designate  and  may 
authorize  such  successive  redelegations  of  such  functions  as  it  may 
deem  desirable. 

(4)  The  Commission  is  authorized —  k 

(A)  to  adopt,  amend,  and  repeal  rules  and  regulations  govern¬ 
ing  the  manner  of  its  operations,  organization,  and  personnel ; 

(B)  to  enter  into  contracts  or  other  arrangements  or  modifica¬ 
tions  thereof,  with  any  government,  any  department,  agency,  or 
independent  instrumentality  of  the  United  States,  or  with  any 
person,  firm,  association,  or  corj>oration,  and  such  contracts  or 
other  arrangements,  or  modifications  thereof,  may  be  entered  into 
without  legal  consideration,  without  performance  or  other  bonds, 
and  without  regard  to  section  3709  of  the  Revised  Statutes,  as 
amended  (41  IT.S-C.  5)  ; 

(C)  to  make  advance,  progress,  and  other  payments  which  the 
Commission  deems  necessary  under  this  Act  without  regard  to 
the  provisions  of  section  3648  of  the  Revised  Statutes,  as  amended 
(31  U.S.C.  529) ;  and 

(D)  to  take  such  other  action  as  may  be  necessary  to  carry  out 
its  functions  under  this  section. 


08  ST AT.  1908 


Reports, 
transmittal 
to  Commission. 
Ante,  p.  1897. 


5  USC  5101, 
5331. 

5  USC  5332 
note. 


Rules  and 
regulations. 
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(f) (1)  Each  [the]  member  of  the  Commission  who  is  an  officer  or 
employee  of  the  United  States  shall  serve  without  additional  compen¬ 
sation,  but  shall  continue  to  receive  the  salary  of  his  regular  position 
when  engaged  in  the  performance  of  the  duties  vested  in  the  Com¬ 
mission. 

(2)  A  member  of  the  Commission  other  than  one  to  whom  paragraph 
(1)  applies  shall  receive  per  diem  at  the  maximum  daily  rate  for 
(xS-18  of  the  General  Schedule  when  engaged  in  the  actual  per¬ 
formance  of  the  duties  vested  in  the  Commission. 

(3)  All  members  of  the  Commission  shall  be  reimbursed  for  travel, 
subsistence,  and  other  necessary  expenses  incurred  by  them  in  the  |»er- 
formance  of  the  duties  vested  in  the  Commission. 

(g)  The  Commission  shall,  from  time  to  time,  and  in  an  annual 
report,  report  to  the  President  and  the  Congress  on  its  activities  in 
carrying  out  the  provisions  of  this  section.  The  Commission  shall  make 
a  final  report  to  the  President  and  to  the  Congress  on  its  findings 
pursuant  to  the  study  required  to  be  made  under  subsection  (b)(1) 
of  this  section  not  later  than  two  years  from  the  date  on  which  all  of 
the  members  of  the  Commission  are  appointed.  The  Commission  shall 
cease  to  exist  thirty  days  after  the  date  on  which  its  final  report  is 
submitted  to  the  President  and  the  Congress. 

(h) (1)  Any  member,  officer,  or  employee  of  the  Commission,  who 
by  virtue  of  his  employment  or  official  position,  has  possession  of,  or 
access  to,  agency  records  which  contain  individually  identifiable  infor¬ 
mation  the  disclosure  of  which  is  prohibited  by  this  section,  and  who 
knowing  that  disclosure  of  the  specific  material  is  so  prohibited,  will¬ 
fully  discloses  the  material  in  any  manner  to  any  person  or  agency 
not  entitled  to  receive  it,  shall  be  guilty  of  a  misdemeanor  and  fined 
not  more  than  $5,000. 

(2)  Any  person  who  knowingly  and  willfully  requests  or  obtains 
any  record  concerning  an  individual  from  the  Commission  under  false 
pretenses  shall  be  guilty  of  a  misdemeanor  and  fined  not  more  than 
$5,000. 

Sec.  6.  The  Office  of  Management  and  Budget  shall — 

(1)  develop  guidelines  and  regulations  for  the  use  of  agencies 
in  implementing  the  provisions  of  section  552a  of  title  5,  United 
States  Code,  as  added  by  section  3  of  this  Act ;  and 

(2)  provide  continuing  assistance  to  and  oversight  of  the  im¬ 
plementation  of  the  provisions  of  such  section  by  agencies. 

Sec.  7.  (a)  (1)  It  shall  be  unlawful  for  any  Federal,  State  or  local 
government  agency  to  deny  to  any  individual  any  right,  benefit,  or 
privilege  provided  by  law  because  of  such  individual’s  refusal  to  dis¬ 
close  his  social  security  account  number. 

(2)  the  provisions  of  paragraph  (1)  of  this  subsection  shall  not 
apply  with  respect  to — 

(A)  any  disclosure  which  is  required  by  Federal  statute,  or 

(B)  the  disclosure  of  a  social  security  number  to  any  Federal, 
State,  or  local  agency  maintaining  a  system  of  records  in  existence 
and  operating  before  January  1,  1975,  if  such  disclosure  was 
required  under  statute  or  regulation  adopted  priorto  such  date  to 
verify  the  identity  of  an  individual. 

(b)  Any  Federal,  State,  or  local  government  agency  which  requests 
an  individual  to  disclose  his  social  security  account  number  shall 
inform  that  individual  whether  that  disclosure  is  mandatory  or  volun¬ 
tary,  by  what  statutory  or  other  authority  such  number  is  solicited, 
and  what  uses  will  be  made  of  it. 
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Sec.  8.  The  provisions  of  this  Act  shall  be  effective  on  and  after  the 
date  of  enactment,  except  that  the  amendments  made  by  sections  3  and 
4  shall  become  effective  270  days  following  the  day  on  which  this  Act 
is  enacted. 

Sec.  9.  There  is  authorized  to  lie  appropriated  to  carry  out  the  pro¬ 
visions  of  section  5  of  this  Act  for  fiscal  years  1975, 1976,  and  1977  the 
sum  of  $1,500,000,  except  that  not  more  than  $750,000  may  be  expended 
during  any  such  fiscal  year. 

Approved  December  31,  1974. 


88  STAT.  1910 
Effective  date. 
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5  USC  552a 
note. 
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